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Milestones

e Associate Professor of Informatics, Indiana University Bloomington, 2004 —

e Associate Director, the Center of Applied Cybersecurity Research, 2004 —

e Co-founder, RavenWhite, 2005

e Visiting Research Fellow, Anti-Phishing Working Group, 2006 —

e Adjunct Associate Professor, New York University, 2002 — 2004

e Principal Research Scientist, RSA Laboratories, 2001 — 2004

e Member of Technical Staff, Bell Laboratories, 1997 — 2001

e PhD in Computer Science, University of California at San Diego (Advisor: Russell Impagli-
azzo), 1997

e M.Sc (Civilingenjor) in Computer Engineering, Lund Institute of Technology, 1993

e Researcher, San Diego Supercomputer Center and General Atomics 1996 — 1997

e Founder, Datopia, 1987

e Self-supporting multi-cell organism, 1968

A detailed list of consulting engagements is available upon request.

Professional Activities

My current and recent professional involvement in the cryptographic community includes partic-
ipation on the program committees of WOTE ’06, ACISP ’06, WWW ’06, PET 06, ICC ’06,
PerSec ’06, RSA-CT ’06, Escar 05, VANET ’05, CNIS ’05, ESAS 05, TSPUC ’05, MADNES
05, PET ’05, ICISC ’05, NordSec 05, VANET 04, PET 04, 2004 ACM International Conference
on Information Security, ISC ’04, WiSe '03, ACNS ’03, ICISC ’03, PET ’03, FC 03, DRM ’03,
ICISC ’02, Eurocrypt '02, RSA 02, PET 02, SPDRM 01, ICISC ’01, DialM ’01, Eurocrypt ’00,
PKC ’00, Nordsec ’00, Asiacrypt '99, ACM Security '99, Financial Cryptography 99, Public Key
Cryptography 99 and Eurocrypt "98.

I served as the program co-chair for ACNS ’04, WiSe ’05, WiSe '04 and a DIMACS workshop
on voting. I am the general chair for Crypto ’07. I have served as vice president of the International
Financial Cryptography Association. I am an area editor of MC2R and on the board of IOS press.
A list of PhD committees I have served on is available upon request.
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M. Jakobsson, S. Wetzel, B. Yener. “Stealth Attacks on Ad-Hoc Wireless Networks.” In
IEEE VTC ’03, 2003.

M. Jakobsson and F. Menczer. “Untraceable Email Cluster Bombs: On Agent-Based Dis-
tributed Denial of Service.” CoRR preprint. 2003.

M. Jakobsson, J. Linn, and J. Algesheimer. “How to Protect Against a Militant Spammer.”
ePrint archive. Report 2003/071. 2003.

N. Ben Salem, L. Buttyan, J.-P. Hubaux, and M. Jakobsson. “A Charging and Rewarding
Scheme for Packet Forwarding in Multi-hop Cellular Networks.” In ACM MobiHoc '03. ACM
Press, 2003. pp. 13-24.

M. Jakobsson, J.-P.Hubaux and L. Buttyan. “A Micro-Payment Scheme Encouraging Col-
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M. Jakobsson, A. Juels, and P. Nguyen. “Proprietary Certificates.” In CT-RSA ’02. LNCS
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Software aging method and apparatus for discouraging software piracy

Method and apparatus for ensuring security of users of short range wireless enable devices
Verification of correct exponentiation or other operations in cryptographic applications
Method, apparatus, and article of manufacture for generating secure recommendations from
market-based financial instrument prices

. Secure distributed computation in cryptographic applications
. Non malleable encryption method and apparatus using key-encryption keys and digital sig-

nature
Generation of repeatable cryptographic key based on varying parameters

. System and method for incorporating advertising into printed images and printer having the

same

. Mixing in small batches
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20.

Mix and match: a new approach to secure multiparty computation

Method and system for providing translation certificates

Digital signatures having revokable anonymity and improved traceability

Flash mixing apparatus and method

Method and system for quorum controlled asymmetric proxy encryption

System and method for secure classification of electronic mail

Method and apparatus for ensuring security of users of bluetooth TM-enabled devices
Minimalistic electronic commerce system

Non malleable encryption apparatus and method

Probabilistic theft deterrence

Method and apparatus for extracting unbiased random bits from a potentially biased source
of randomness

Practical mix-based election scheme

Storage device random bit generator

Executable digital cash for electronic commerce

Method and apparatus for encrypting, decrypting, and providing privacy for data values



Awards and Grants

e Microsoft’s Trusted Computing grant, 2005 (together with Fred Cate)

e E. Lundstroms Stiftelse, 1995

e von Beskows Stiftelse, The Royal Swedish Academy of Sciences, 1993

e G.S. Magnussons Stiftelse, The Royal Swedish Academy of Sciences, 1993
e Sweden-America Foundation, 1993

e Claes Adelskjolds Stiftelse, The Royal Swedish Academy of Sciences, 1992
e Helge Ax:son Johnsons Stiftelse,1995

e Anna Whitlocks Minnesfond, 1993 — 95

e Paulson Award,1993 — 95

e Lars Hiertas Minnesfond, 1993

e S-E Bankens Skanestipendium, 1992

e E. Lundstroms Stiftelse, 1991

e The California Grant, 1991

e Thomsens legat, 1989 — 91

e Michael Hansens stipendium, 1987

e Tranchells stipendium, 1987



