Untraceable Email Cluster Bombs:
On Agent-Based Distributed Denial of Service

Markus Jakobsson Filippo Menczer
RSA Security The University of lowa
mjakobsson@rsasecurity.com filippo-menczer@uiowa.edu
Abstract a substantial cost to society even if they do not obliter-

ate their targets — in particular if repeatedly perpetrated,
We uncover a vulnerability that allows for an attacker t@hich becomes easier if the attacks are difficult to trace
perform an email-based attack on selected victims, usiggck to their perpetrators. Furthermore, one should not
only standard scripts and agents. What differentiates thly take the direct costs into account, but also indirect
attack we describe from other, already known forms gbsts, namely those associated with not being able to rely
distributed denial of service (DDoS) attacks is that an &n the infrastructure.
tacker does not need to infiltrate the networlaity man-  \when considering the (in)stability of our infrastructure,
ner— as is normally required to launch a DDoS attaclt.is also crucial to understand that the real target of an at-
Thus, we see this type of attack apaor man's DDOS  tack may be a secondary and indirect one, whose relation
Not only is the attack easy to mount, but it is also almogj the site being brought down may not be evident until
impossible to trace back to the perpetrator. Along Withe attack takes place. Therefore, the target may not be
descriptions of our attack, we demonstrate its destryge |east prepared for an attack of the type it would suf-
tive potential with (limited and contained) experimentaby making the blow even harder. For example, if voters
results. We illustrate the potential impact of our attaGke allowed to cast votes using home computers or phones
by describing how an attacker can disable an email 3§s in recent trials in Britain [9]), then an attack some
count by flooding its inbox; block competition during ongoters or servers may invalidate tleatire election, re-
line auctions; harm competitors with an on-line presencgiiring all voters to cast their votes again — for fairness,
disrupt phone service to a given victim; cheat in SM&hjs would include even those who used traditional means
based games; disconnect mobile corporate leaders fighe first place. Other potential examples of secondary
their networks; and disrupt electronic elections. FinallMama(‘:]e include the general mobile phone system, the in-
we propose a set of countermeasures that are light-weigitstructure for delivery of electricity from power plants
do not require modifications to the infrastructure, and cg consumers, and the traffic-balancing of the Interstate
be deployed in a gradual manner. highway system, given that these allow for load balancing
Keywords: Distributed Denial of Service, Email, SMSyia the Internet in many places.
Web Forms, Agents

Approach. The attack involves Web crawling agents
1 Introduction that, posing as the victim, fill forms on a large set of third

party Web sites (the “launch pads”) causing them to send
The competitive advantage of most industrialized natioggails or SMSs to the victim, or have phone calls placed.
depends on a well-oiled and reliable infrastructure, mude launch pads do not intend to do any damage — they
of which depends on the Internet to some extent. We shatg merely tools in the hands of the attacker.
how one very simple tool can be abused to bring down se-Our attack takes advantage of the absence in the current
lected sites, and argue how this in turn — if cunninglinfrastructure of a (non-interactive) technique for verify-
performed — can do temporary but serious damage ting that the submitted email address or phone number cor-
given target. Here, the target may be a person, businessponds to the user who fills in the form. This allows an
or institution relying on the Internet or the telephone neatitomated attacker to enter a victim’s email or number in
work for its day to day activities, but may also be mora tremendous number of forms, causingugevolume of
indirectly dependent on the attacked infrastructure.  messages to be directed to the victim’s mailbox. Depend-

When assessing the damage a potential attack caning-on the quantity of generated messages, this may cost

flict, it is important to recognize that attacks may carte victim anything from lost time (sorting out what mes-



sages to delete); to lost messages (if the mailbox fills upore disruptive than email messages, the impact of the
causing the Internet Service Provider (ISP) to bounce ktack types may be comparable for a given attack size.
gitimate emails); to a crash or other unavailability of some
of the victim’s or ISP’s machines.

We present experimental data indicating the ease dfenses. What complicates the design of countermea-
mounting the attack; the time it takes to mount attacksires is the fact that there is nothipgr sethat distin-
of certain sizes; and the time it takes for a certain quantgyishes a malicious request for information from a desired
of email to be generated by attacks of various sizes. requestin the eyes of the launch pad site, making the latter

oblivious to the fact that it is being used in an attack. This

Potential victims.  Our attack is applicable both to “con-2ls0 makes legislation against unwanted emails, SMSs
ventional” computers and to mobile devices, such as cafid phone calls [8] a meaningless deterrent: without the
lular phones, PDAs, and other messaging devices. |@japropriate technical mechanisms to distinguish valid re-
easy to see that cellular phones with text messaging E&igsts from malicious ones, how could a site be held liable
be attacked in the same way as normal email account§en used as a launch pad? To further aggravate the is-
Not only does this generate network congestion and €S, and given that our attack is a type of DDoS attack, it
wanted costs, but it also causes the text messaging feaWifenot be possible for the victim (or nodes acting on its
of a mobile phone to be disabled once memory is filldyehalf) to filter out high-volume traffic emanating from a
up. According to a quick test of ours, the memory of g4spect IP address, even if we ignore the practical prob-
common cell phone model fills up after around 80 mel§ms associated with spoofing of such addresses.
sages — an attack we performed in a few seconds. Wdhe standard defense against impersonation of users is
note that an attacker would not have to know what c#lbt useful to avoid the generation of network traffic. In
phone numbers are in use in order to mount a generalgarticular, some sites attempt to establish that a request
tack on theservice provider— he can simply attack largeemanated with a given user by sending the user an email
guantities of numbers at random, many of which will b® which he is to respond in order to complete the registra-
actual numbers given the high density of used numbetien or request. However, as far as our email-based attack
This type of attack would allow an attacker to stop meéb concerned, it makes little difference whether the emails
ical doctors from being paged; inconvenience everydagnt to a victim are responses to requests, or simply emails
users of SMS; and cheat in location based games suclil@@anding an acknowledgement.
Vodafone’'sBotFighters! Moreover, an attacker can tar- While it may appear that the simplicity and general-
get all email accounts with names likely to correspond fiy of the attack would make it difficult to defend against,
a given corporate leader and thereby render her mobile thés is fortunately not the case. We propose (1) simple ex-
vice unable to receive meaningful messages. This cotdthsions of known techniques whereby well-intentioned
be done for the corporate domain as well as for all comseb sites can protect themselves from being exploited
mon providers of email and mobile connectivty. as launch pads for our attack, and (2) a set of heuristic
The common telephony infrastructure (both mobile andchniques whereby users can protect themselves against
wired) can be attacked in an analogous manner: by agasésoming victims. Our countermeasures are light-weight
entering a victim'sphone numbein numerous forms. and simple, require no modifications of the communica-
If the remaining entered information is not consistent ¢ion infrastructure, and can be deployed gradually.
accurate, this may result in a representative of the cor-
responding company placing a phone call to straighten
things out, possibly after trying to send one or more meGutline.  After some background on related work in sec-
sages to the email address entered in the form. Given tia@ 2, we describe how an attack can be mounted using
higher cost of placing a phone call — compared to sergtandard agent-based techniques (section 3), noting how
ing an email — many companies prefer responding leysy it is for an attacker to remain untraceable. We then
email, which is likely to require a larger number of formpresent experimental data supporting the strength of the
to be filled in by an attacker, in order to cause a compaegtack (section 4), followed by a brief survey of possi-
ble call frequency. On the other hand, phone calls beip@ targets of attack (section 5). We propose some tech-
1This game www.botfighters.com ) is based on receiving and niques J.[O se_cure p_otential 'E?‘“”Ch pads and targets of dif-
sending SMSs. Since it does not require any special software tofG6€Nt Kinds in section 6, noting that not all targets can use
downloaded, it also cannot lock out messages from places other tHag@ same defense techniques. We conclude by discussing
the game center. This allows users with knowledge of another play&tgme social, legal and political implications of our attack
theoCEt?;Tber to mount a denial of service attack, efficiently paralymg_g]d of more drastic defenses that have been proposed for
2If the names of the victims are not known, an attacker can moun8RaM and that could be extended to agent-mounted attacks
dictionary attack in combination with the DDoS attack we describe. (section 7).




2 Related Work 3 The Attack

The automatic recognition and extraction of forms fror%'l Description of Vulnerability

Web pages using simple heuristics is not a new concegny sites allow a visitor to request information or sub-
For example it has been applied to the design of coBtribe to a newsletter. A user initiates a request by enter-
parison shopping agents aimed at searching for produgi§ her contact information in a form, possibly along with
from multiple vendor sites [4]. The problem is only a bigdditional information. Figure 1 shows a typical form.
harder if an account must be set up before a a form can beyyr attack takes advantage of the fact that, in the cur-
submitted. For instance many sites allow only registergsht \Web infrastructure (e.g., HTTP protocol), there is no
users to send SMSs to any number. However, settingWgy to verify that the information a user enters corre-
an account is free and can easily be automated — thigjnds to the true identity or address of the user. Thus it is
why, e.g., Hotmail and Yahoo use CAPTCHAs to prevegbssible to request information on behalf of another party.
spammers from setting up fake accounts automatiéallyagents — or automated scripts acting as users — allow

During a denial of service attack a large number of cois to be performed on a large scale, thereby transform-
nections is set up with a victim, thereby exhausting tt@g the illegitimate requests from a poor practical joke to
resources of the latter. A distributed denial of service &0 attack able of bringing down the victim’s site.
tack is mounted from multiple directions, thereby making
it more difficult to defend against. There exist many al TR -t
tomated tools to mount DDoS attacks [2, 3, 5]. These ;%’._2 Finding the Victim
quire that the attacker takes control of a set of computéismany instances, the attacker may know the email ad-
from which he will launch the attack. This, in turn, makegress or phone number of the victim, or may be able to ex-
DDosS attacks more difficult to perform for a large portiotract it from postings to newsgroups, replies in an auction
of potential offenders. It also offers a certain degree eétting, etc. In other cases, the address may be unknown.
traceability since the take-over of launch pad computafshe attacker wishes to target the corporate leaders of a
may set off an alarm. The poor man’s DDoS attack illugiven company, he has to determine what their likely ad-
trated here can be mounted without the need to take odessses are, which typically are limited to a few combina-
any launch pad computer, and offers the offender an @bns of first and last names. In order to target mobile de-
most certain guarantee of untraceability — due both to iiges, such as Blackberries, the attacker would also target
swiftness and to the fact that it utilizes only steps that atte appropriate wireless service providers, again targeting
also performed by benevolent users. all names that match the victim(s). In order to target a

Our attack is an extension and variant of the recetfifvice provider, a massive attack of this type is also pos-

work by Byers, Rubin and Kormann [1], in which an aSible. To wreak havoc in an electronic election in which
tack was described where victims are inundateghys- USers are allowed to use their own computers and.W|reIess
ical mail. While the underlying principles are the sam&€Vices, it suffices to target a few voters, who will later
the ways the attacks are performed, and what they achi&RTPlain that they were locked out. It is even possible
are different. By generalizing to mostly all types of com{O" @n attacker to block his own device (stoppimgself
munication, our attack becomes a weapon in the hand$gfm voting) in order to later be able to lodge a complaint
an attacker wishing to attack secondary targets as welPR¢ have the election results questioned.
primary ones. Moreover, the defenses proposed in the two
papers vary consid_erably, given _both the different thregt3  phase I Harvesting Suitable Forms
situations and the different goals in terms of systems to be
secured. We consider both how to secure entities agaidstny Web sites use forms to execute scripts that will col-
becoming victims and how to secure sites against beilegt one or more email addresses and add them to one or
exploited as launch pads, while the work of [1] only cormore lists. There are many legitimate ways in which the
siders the latter. This strengthens our defenses in the faokected emails can be used: mailing lists for newslet-
of poorly behaved Web sites, and non-compliant sites. ters, alert services, postcards, sending articles or pages to
friends, etc. There are less legitimate uses as well, for ex-
ample many sites collect emails by advertising freebies of
3Incidentally, it would be beneficial for eBay to do so as well durinjarious sorts, and then sell the email lists to spammers as
the account creation phase, or their service remains vulnerable again$ggmt-in” requests.

agent based attack in which a large number of accounts are created ar@ne way for an attacker to automatically locate and col-
later used for disruptive purposes. One such disruptive purpose would be

to bid up on items — without later paying for them — thereby blockin Ct: forms to be used as launch pads is by employing a
legitimate bidding. topic-driven crawler [6, 7]. Such a software searches the




Free Email Mewsletter o )
<form action="newsletter.php

Daily stock tips, method="POST">
Viagra news <input type="text"
and Christian prayers name="Email"
r - 1 value="your email here!">
vour email here! <input type="submit"
——— name="submit"
Subscribe value="Subscribe">
- </form>

Figure 1: A typical Web form that can be exploited by our attack (left), and the HTML code that can be used to detect,
parse, and submit such a form (right).

base = (free email newsletter);

list = ; ! Once suitable Web form URLSs are collected, they could
ist = (alert subscribe opt-in list spam

porn contest prize stuff travel ezine be shared among attackers much like email address lists
market stock joke sign verify money are exchanged among spammers. The harvest rate would
erotic sex god christ penis viagra age then be 100%. It is easy to write software that parses the

notify news recipe gratis libre livre); . .
foreach set = subset(list) { HTML code of a Web page and extracts form information.

(GET/POST), and a set of input fields, each with a name,

Figure 2: Pseudocode that illustrates how queries Can%g/pe/domain, and possibly a default value. The form

designed to harvest Web forms from a search engine. information can be stored in a database.

Web in a focused way trying to find pages similar to a

given description. The description could be a query th@t4 Phase II: Automatically Filling Forms
yields many pages with email-collecting forms.

An even more straightforward approach is for an ageQtio m can be filled and submitted automatically, either
to harvest forms from the Web by posting appropriaf,mediately upon discovery, or at a later time based on
queries directly to some search engine. The agent Gag giqred form's information. Heuristics can be used to

then fetch the hit pages to extract forms. For examplgiqn yvajues to the various input fields. These include the
MSN reports about 5 million hits for the query “free emay;.(inys email address and, optionally, other information

newsletter” and over 800,000 hits for “send free SMSg| oy a5 name, phone, etc. Other text fields can be left

However, search engines often do not return more thgi, o filled with junk. Fields that require a single value
some maximum number of hits (say, 1,000). One W@y, 4 set (radio buttons, drop-down menus) can be filled

for the attacker's software to get around this obstacle gy, 5 random option. Fields that allow multiple values
to create many query combinations by including positi €heckboxes, lists) can be filled in with all options.
and/or negative term requests. These combinations can be

designed to yield large sets of hits with little overlap. Fig- Once all input names have an associated value, an
ure 2 illustrates how to create such queries automaticafyT TP request can be assembled based on the form’s

Once a potential page is identified, it must be parSgHathod. Finally, sending the request for the action URL

by the agent to extract form information. The page migrresponds to submitting the filled form. For efficiency,

actually not contain a form, or contain a form that cann rms can be filled and submitted in parallel by concurrent
be used as a launch pad. A heuristic approach can be JYE§eSses or threads.

to identify suitable forms. For example, there must be atThis phase of the attack requires a form database, which
least one text input field and either its name or its defaglbuld be a simple text file, and a small program that
value must match a string like “email.” Such a heuristiidls forms acting like a Web user agent (browser). The
identifies potential launch pad forms with high probabiprogram could be executed from a public computer, for
ity. In our experiments, using a search engine with queriesample in a library or a coffee shop. All that is re-
as shown in Figure 2 leads to a form harvest rate of abaoutired is an Internet connection. The program could be
40%. In other words, the heuristic yields about 4 potentialstalled from a floppy disk, downloaded from a Web or
launch pad forms from each 10 search engine hits. FTP server, or even invoked via an applet or a virus.



3.5 Poorly Behaved Sites 3.7 Onthe Difficulty of Tracing an Attacker

There are many poorly behaved sites that may not céye described, the attack consists of two phases: one in
whether the entered contact information correspondsVgich suitable forms are harvested and a second in which
the Web page visitor or a potential victim. The reasdhe forms are filled and submitted. While it is possible
is simple: these sites derive benefit from the collectid@r @ Site to determine the IP address of a user filling a
of valid email addresses, whatever their origin may brm, not all sites may have the apparatus in place to do
The benefit may be the actual use of these addressesQrMoreover, given the very short duration of the second
the sale of the same. For example, it is believed that fpRase (see section 4), it is easy for an attacker to perform
age verification scripts of many porn sites are simply di§lis part of the attack using a public machine as shown
guised collectors of email addresses. We note that post?rQ?Ve-
an email address to such a site may result in what we reWhile the first phase of the attack typically takes more
fer to as asnow-balling effecti.e., a situation in which a time, this can be performed once for a large number of
submitted email address results in several emails, as ¢R@secutive attacks. Even if the first phase of the at-
email address is bought, sold, and used. tack takes place from an identifiable computer and using a
The snow-ball effect can be exploited to maximize€arch engine, it s difficult for the search engine to recog-
damage by generating a large-volume, persistent strddfe fche _intent of an attacker from the q.ueries, especially
of email toward the victim. An efficient approach to max¢onsidering the large numbers of queries handled. And
imize the number of spammers who obtain the victim,‘g is impossible for a launch pad site to determine how
email is to post it on newsgroups and chatrooms, WhiEﬁ form was found. by the attacl'<er, whether a search en-
are regularly and automatically scanned by spammerg{B€ Was used, which one, and in response to what query.
harvest fresh email addresses. This approach does 'Rgther words, the second phase of the attack cannot be

even require one to collect and fill Web forms; but it hastgced to the first (possibly traceable) phase.
more delayed, long-term effect. Finally, the possibility of an attack — or parts thereof

— being mounted by a virus (and therefore, from the ma-
chine of an innocent person) further frustrates any remain-

36 Well Behaved Sites ing hopes of meaningful traces.

While it is evident that the vulnerability we describe i :
made worse if the launch pads of the attack are poo?'y Experlmental Data

behaved sites, we argue that an attacker also can take ag- E . IS
vantage of well behaved sites. These are sites that m xperimental Setup

not sell the email address entered in the form, and Wh@re we report on a number of contained experiments car-
may wish to verify that it corresponds to a legitimate r¢jeq out to demonstrate the ease of mounting the attack
quest for information. However, as previously mentionegyq iis potential damage. We focus on email (as opposed
this typically involves sending an email to the address g-S\s) attacks in these experiments. We are interested
tered in the form, requesting an acknowledgement befgig, o many email messages, and how much data, can be
more information is sent. This email, while perhaps ngfgeted to a victim’s mailbox as a function of time since

as large as the actual requested information, also becom@Sstart of an attack. We also want to measure how long
part of the attack as confirmation messages flood the ViGyould take to disable a typical email account.

tim’s mailbox. Clearly these measurements, and the time taken to
Moreover, if the intention of the form is to allow a usefount an attack, depend on the number of forms used.
to send information to a friend, the above measures|pfvould not be too difficult to mount an attack with, say,
caution are not taken. Examples of sites allowing such ng5 or 106 forms. However, much smaller attacks suf-
quests are electronic postcard services, many online nefiise to disable a typical email account by filling its in-
papers, and more. box. Furthermore, experimenting with truly large-scale
An attacker may also pose as a buyer to an e-commeatt&acks would present ethical and legal issues that we do
site, entering the victim’'s email address along with othapot want to raise. Therefore we limit our experiments to
information, such as an address and potentially incorreery contained attacks, aiming to observe how the potency
credit card information. This would cause one or mord an attack scales with its computational and storage re-
emails to be sent to the victim. Given that the victiraource requirements. We created a number of temporary
would not likely respond to any of these, the compamgmail accounts and used them as targets of attacks of dif-
may attempt to call the phone number entered in the forferent sizes. Each attack used a different number of Web
which would constitute a potential attack in itself. forms, sampled randomly from a collection of about 4,000



launch pads, previously collected. 1024
In the collection phase of the attack, we used a “form-
sniffing” agent to search the Web for appropriate forms
based on hits from a search engine, using the technique
described in section 3. The MSN search engine was used® [
because it does not disallow crawling agents via the robgt
exclusion standari This was done only once. Ll
The collection agent was implemented as a Perl script
using no particular optimizations (e.g., no timeouts) and *T
employing off-the-shelf modules for Berkeley database
storage, HTML parsing, and the LWP library for HTTP.
The agent crawled approximately 110 hit pages per . ‘ ‘ 53t forms
minute, running on a 466 MHz PowerMac G4 with a o> 01 i st of atack 100 1000
100 Mbps Internet connection. This configuration is not
unlike what would be available at a copy store. From opfgyre 3: Number of messages received by victim versus
sample we measured a harvest rate of 40% (i.e. 40 lauighe for attacks of different size.
pad forms per 100 search engine hits) with a standard er-
ror of 3.5%. At this harvest rate, the agent collected al- s
most 50 launch pad forms per minute, and almost 4,000 |
forms in less than 1.5 hours. If run in the background
(e.g., in the form of a virus), this would produce as many w2
as 72,000 forms in one day, or a million forms in two
weeks — probably in significantly less time with some&
simple optimizations.
The second phase, repeated for attacks of different size
was carried out using the same machinery and similarly
implemented code. A “form-filling” agent took a victim's ~ *[ .
information (email and name) as input, sampled forms ,,| PO Chorhiee)
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F(x) = (Ax + B) tanh(
514 forms
1026 forms
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0% X+

512 |

256

128 -

from the database, and submitted the filled forms. The ’ oioms -
agent filled approximately 116 forms per minute. We call %o o1 1 m 100 1000

time since start of attack (hours)

attack timethe time required to mount an attack with a

given number of forms. Figure 4: Victim’s inbox storage versus time for attacks

of different size. The account is killed when the inbox
4.2 Results reaches 2 MB.

Figures 3 and 4 illustrate how the number of message%\mereMF
the victim’s inbox and the inbox size, respectively, gro
over time after the attack is mounted. The plots highlig
two distinct dynamic phases. While the attack is taki
place, some fraction of the launch pad forms generate i
mediate messages toward the target. These responses G
respond to an initial high growth rate. Shortly after thg
attack is over, the initial responses cease and a sec

phase begins in which messages continue to arrive %%\%Ier initial arrival rate. The initial phase is over when
lower, constant rate. These are messages that are sen N
tanh(cp -t > 0) ~ 1.

launch pads at regular intervals (e.g., daily newsletters ; )
The email traffic generated by our attacks was mon-
repeat acknowledgment requests, and spam. In the plt%ts . : )
L . . itored until the size of the inbox passed a threshold of
we fit this dynamic behavior to the model S : .

2 MB. This is a typical quota on free email accounts such
as Hotmail and Yahoo. No other mail was sent to the vic-
tim accounts, and no mail was deleted during the exper-

“We wanted to preserve the ethical behavior of the agent used inelétl%ems' When an inbox is full, further email is bounced .
experiments; an actual attacker could use any search engine sinc gk to S_enders and, for all practical purposes, the ema_“l
robot exclusion standard is not enforceable. account is rendered useless unless the victim makes a sig-

(t) is the inbox size or number of messages
t timet (t = 0 is the start of the attack), for an attack
ith I" forms. The constantsr, b, cr are determined

a nonlinear least-squares fit of the model to the data.
1e linear part of the model corresponds to the long-term
8\5\7th, andar is the stable arrival rate once the imme-
iate responses have subsided, after the end of the at-
. The hyperbolic tangent is a simple way to model the

Mp(t) = (ap~t+bp)tanh(cF ~t) )
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Figure 5: Attack size necessary to kill an account in digure 6: Growth rate of victim’s inbox versus attack size.
hour versus victim’s quota.

10000

T
attack ime ~ +
kill time ~ x

nificant effort to delete messages. We dall time the wo|
time between the start of an attack and the point when the
inbox size reaches 2 MB. 100 |

In Figures 3 and 4 we can observe that for the three
smaller attacks { = 514, 1026, 2050) kill time occurs § wf
well after the attack has terminated. For the largest attack
(F = 3911), kill time occurs while the attack is still being ir
mounted. This is mirrored by the fact that this attack is
still in the initial phase of high response rate when the ot
inbox fills up.

One can use the data of Figure 4 and the model of Equa-°°s; o2 02 200 200 o192
tion 1 to analyze how large an attack would be necessary forms

to kill an account in a given amount of time, as a functiop.

of the account quota. Figure 5 shows the number of for @ure 7: Attack time and time to fill a 2 MB inbox, as a

that in our experiments would kill an account in one ho antlon of attack size.

corresponding to dunch hour attackin which the vic-

tim’'s machine is disabled while she is temporarily away. Finally, Figure 7 shows how attack time and kill time

The number of forms scales sub-linearly, as a power |l@wale with the size of the attack. As expected attack time

F ~ ¢"7 whereq is the account quota. We can think ofs proportional toF. Kill time (cf. Figure 4) scales as

this as a manifestation of the snow-ball effect — periodig power law:t ~ F~32. Again, this non-linear scaling

alerts and spam compound immediate responses makig@iavior is a consequence of the snow-ball effect, which

the attack more efficient. amplifies the destructive effect of the attack and makes it
Figure 6 shows how the arrival rate of email in the vigossible to kill an email account efficiently. In fact the

tim’s mailbox scales with the size of the attack. The aintersection between attack and kill time in Figure 7 in-

rival rate for an attack of sizé" is given by the growth dicates that there is no need to mount attacks with more

parameten r, obtained by fitting the model in Equation than F ~ 22 forms if the goal is to disable an account

to the data in Figure 4. As illustrated by the least-squareéth a 2 MB quota.

fit in Figure 6, the arrival rate appears to scale exponen-

tially: ap ~ %0919 Such a non-linear scaling behav-

ior is surprising; it is the result of the fact thagei; is 5 Survey of Vulnerable Targets

the short-term (not long-term) growth rate, as the attack

is still being mounted. If we only consider the long-termttacking known targets. First of all, it is clear that an

growth rate and assume there is no snow-ball effect, @tacker could simply target users with email addresses

arrival rate should scale linearly withi. To illustrate this, known to him, including addresses that result in a text

Figure 6 also plots a linear fit of the arrival rate data fanessage being sent to a cellular phone or other mobile

the small attacksey ~ 0.06F for F' < 2050. device. Many people make their email addresses known




to the public, whether in machine readable format or narrespond to particularly rich or poor voting districts, or
many companies rely on making public addresses to cts-districts with higher proportions of certain minorities.
tumer service (making them susceptible to attacks ba@tpart from attacking the political infrastructure (which
from competitors and people who disagree with their polinay cause disruption, particularly during elections), an
cies or merchandise); and oftentimes, politicians ma#acker may attempt to target people of certain ethnici-
both their phone numbers and email addresses availafds or nationalities by performing filtering based on par-
to the public. (While these certainly are not their hontéeular names or affiliations. Attackers may target people
phone numbers or email addresses given to fellow politiased on their likely opinions or inclinations by harvest-
cians, they are important means for their constituentsitg email addresses from selected bulletin boards, or by
reach them.) Some eBay users appear to use their erpaiforming a focused crawl for given keywords on per-
addresses as identifiers, making it easy to block these freomal Web pages. Attackers may attempt to bring down
any competition during an auctiénA large portion of the selected email-based chatrooms by generating traffic to
remaining set of eBay users can be conned into giving daém — notice that it does not matter whether they are
their email address: simply ask them an innocuous quesederated or not, since a moderator cannot approve good
tion relating to a previous transaction of theirs (using thpests if the bad ones are just too overwhelming.

supplied Web interface) and the reply will contain their

email address. Furthermore, many banks use email for

internal and external communication, opening up for &m Defense Mechanisms

attack on their computers. Many journalists and law en-

forcement officers rely on phone and emaiil for leads amée now describe a set of related defense techniques for
pointers. our DDoS attack. A first line of defense consists of a sim-
ple preventivestep by which Web sites can avoid being
exploited as launch pads in our attack. For Web sites that

Attacking random targets. Given that many compa- ) ) : ]
nies use highly predictable formatting for email address@&ve not yet complied with this preventive step, as well

it may be possible for an attacker to mount an attack 8 unscrupulous spammer sites that have no intention to

people believed to work for the company, or on peop,@rify the legitimacy of requests, we describe a second

with common names, which in the end may amount %‘Ie of defense for theetectionrandmanagementf such

an attack of the company itself. Furthermore, an attactfacks by potential victims. The second line of defense
can use the very same tools spammers use to harvestGaitpiSts of a heuristic approach, whose use can be adapted
purchase valid email addresses, filtering these to suit fR&lifferentsituations of interest; we focus on three typical

profile of his attack. People can be attacked based on ttfiIties that differ in the types of emails they are likely to

likely geographical location by selecting phone numbeigceive: an individual, an on-line store, and a politician.

with given area codes. Even if a rather small percentage

of randomly selected phone numbers correspond to @c1  Prevention of Attacks

tual cell phones with text messaging capabilities, the price

of mounting an attack is so low that an attacker may thany sites that allow users to subscribe to email services

random numbers. If a phone-based attack is mountedsach as newsletters and alerts empiagilto  links (ei-

attacker may use on-line phone books to select victintlser to a person or to a listserv managetr, e.g., Majordomo).

whether the selection of the victims is automated or mahkese sites cannot be exploited as launch pads, because

ual, and whether it is targeted or random. the attacker would need a mail transport agent, e.g. a ma-
chine running a SMTP server or an external mail relay.

Politically motivated attacks. If alarge number of ran- Such an attack is possible, but more difficult to carry out

dom mobile devices are attacked during an eIectrorﬁf(?m a public computer and also more easily detectable
election, it is highly probable that some voters will be urii—nd traceable. Open relays are rare and often blocked by
able to cast their vote. While this is not likely to swing thi&P;_anywﬁay (because they are used by spammers), and a
election results, unless the attack is severe, it will cau goitimate SMTP server requires some level of authen-

the results, and the fairess of these, to be questiorﬁi‘cf‘t'on that would allow to identify or trace the attacker.

This may especially be so if the targeted phone numb g'e obvious preventive solution to the proposed attack is
t

us to disable Web forms and enforce the use of email-
5This attack succeeds unless the victim has already entered a st¥@sed listserv tools such as Majordomo. However, this
ciently high maximum bid, allowing eBay to act on their behalf. Stilyyould disallow useful Web forms in which users can en-

though, if a winning bidder's email account is successfully disabled bﬁe’r additional information — this cannot be done conve-
fore the payment has been performed, the victim will not be able to re-

spond to the seller, making the latter likely to contact the second-highBi€Ntly with a simplemailto ”r_‘k toa I_istse_rv. T(_) a_HOW
bidder or re-run the auction. for the use of forms as appropriate while still verifying the




legitimacy of email service requests, well behaved sitewerse Turing test or CAPTCHA (Completely Automatic
currently send a message to the submitted email addri@ablic Turing test to tell Computers and Humans Apart)
requesting confirmation that the address corresponds {5 10], a technique already employed by many sites to
legitimate user request. As we observed earlier this event agents from impersonating human users.
havior is exploited in our attack because confirmation re-If legislation is brought in place that makes sites Ii-
quests, even if not repeated (as they often are), contribakbde for any attacks mounted using their facilities [8], then
to flooding the victim’s mailbox just as any other messageven poorly behaved sites may wish to employ protective

It is possible to both enable Web form requests and véteasures as those described above to avoid being the de-
ify the legitimacy of requests, without becoming vulnerdendants in lawsuits by victims of the attack we describe.
ble to our attack. Web sites would use the following sim-
plle strategy. After _the form has been_ fi_IIed .out, the Webo Detection and Management of Attacks
site creates dynamically a page containingailto link
with itself as an addressee. Legitimate users would sdndthe previous subsection, we considered how well-
the message to validate their request. The email to thghaved sites can protect themselves against being used
Web site would then be used by the site’s mailing liss launch pads. Since it is not likely that all sites will
manager to verify that the sender matches the email agmply with these protective measures, we also need to
dress submitted via the Web form. Although the addresgnsider protection against poorly behaved and otherwise
of the sender is not reliable because it can be spoofediitn-compliant sites. This protection will reside on the
the SMTP protocol, the sender cannot spoof the IP addreite of the potential victim, whether on his machine or on
of its legitimate ISP's SMTP server. The site can thus veris mail server. Before detailing the defense mechanisms,
ify that the email address in the form request matches theus introduce three tools that these will employ:
originating SMTP server in the validation message. o

There are three caveats to this strategy. First, messade¥iénded Address Book. Most users maintain an ad-
via open relays must be discarded by the site. Second, if dress book inwhich they enter the email addresses of
an attacker could guess that a user in a given domain re- heir most frequent correspondents. We consider the
quests information from some site, she could request in- US€ Of an additional address book, what we will refer
formation from the same site for other users in the same [0 as theextended address booRhis contains the
domain, potentially spoofing the validation created by the email addresses of.all parties the user ha'ls sent email
addressee. To prevent such an attack, the validation mes- {© Or received email from, along with a time stamp
sage created by the site should contain a number with suf- ndicating when the last email was sent or received.
ficient entropy that it is hard to guess. Third, one could 10 reduce the required storage, we may allow users
still attack victims who share their ISP’s mail server. In {0 have entries automatically removed after their cor-
general this would be somewhat suicidal, but a disgruntled "€SPonding date stamp reaches a given age selected
employee might use such an attack against his employer. PY the user. The extended address book is similar to
In this case, however, the attack could be traced. Fur- the whitelists maintained by spam filters; the main
thermore, our heuristic defense mechanisms — presented difference is that it would only be used for filtering
next — will address such an attack. With these caveats, PUrPoses when an attack is suspected, as described
our preventive strategy would afford the same security as °€low. Emails of spammers might even be included.

forms that now request email confirmation, but without When deemed beneficial, a set of users may share
sending any email to victims. one and the same extended address book.

The above technique works for forms where a party reaitack Meter. We will let the system estimate the
quests information to be sent to herself, but it does not  ,opapility that a given user is under attack at any

cover common services such as sending newspaper arti- given time. The parameters considered would be the
cles or postcards to others. Sites wishing to allow this can 5 mount of traffic to the user in relation to the normal

use alternative defenses. Namely, well behaved sites may gmount of traffic to her. and relative to the traffic of
make the harvesting of forms more difficult by not label-  5iher users; the proportion of emails arriving to the

ing forms using HTML, but rather, using small images.  ser (and her peers) that originate from users that are
This would increase the effort of finding and filling the  q¢t i their extended address books: and the number
forms. Given the relative abundance of available forms, s duplicate emails received by users handled by the

potential attackers are then likely to turn to other siteés il server. The calibration of the estimation may be
where no image analysis has to be performed to find and performed with a given threat situation in mind.

fill the form. Doing this has no impact on human users,
except to a very small extent on the download time of th€leaner. During a clean-up, a set of suspect emails are
form. A more robust version of this defense would use an removed from the inbox of the user. Depending on



the situation, it may be that all suspect emails are ngser pseudonym with limited or low feedback. After this,
moved; all suspect emails of some certain minimuthe clean-up is started.
size; all suspect emails from (or not from) given do-

mains; or some other, potentially customized seleg- . .
efense of a politician. A politician may have set up

tion of all suspect emails. The mail server may auto- . L o
matically respond to the sender, notifying them thaf email account to enable co_mmunlcatlon with his con-
their email was erased, potentially using a notifici—'tuents' Many of these are likely to use accounts with
tion customized by the }ecipient one of a very small set of known ISPs. In contrast, com-
' panies responding to forms are likely not to have the same

Def ¢ an individual h . domains. Therefore, under attack, the mail server could
efense of an individual. When a user accesses his agqa 1 a5 suspect those emails that do not come from the

count, he would be shown the likely probability, according, oy, |Sps likely to correspond to the wanted senders.
to the attack meter, that he is under attack. If the user Flirthermore, the mail server may mark emails as suspects

dicates that he believes he is under attack, the mail SeriY%roming from other countries — when indicated by the
would automatically mark all emails that are from Sendeé?)rresponding domain — as these are also unlikely to be
who arenotin the extended address booksaspectand 1 constituents

proceed to perform a clean-up. This may also be induced
by the system — without the request of the user — if the
user is not available, an attack is judged to likely be und@r3 Synergy between Defense of Launch
progress, and resources are scarce. These defenses could Pgds and Victims
reside either on the user side, or on the side of the service
provider, as is appropriate for wireless devices. If resitiis important that the heuristic defense mechanisms pro-
ing with the provider, the attack meter can also take th@sed do not disrupt desired functionality, thus it must still
general attack situation in consideration when determipe possible for a user to fill forms and receive information
ing whether an individual is being attacked. We note thagnt to him. Indeed this will still be possible — even dur-
this solution also secures list moderators at the expeitg a detected attack — as long as the site with the form
of not being able to receive messages from new posteesids email from an address that is present in the extended
during the time of an attack; note also that the risk of ti@sldress book of the party requesting information.
launch pads already being in the extended address book the strategy described above to prevent Web sites
of the moderator is slim. from being exploited as launch pads, the user who sub-

If a person wants to always be able to receive highpits a request through a form must send a validation mes-
priority messages, then he can download email from makge (dynamically created and self-addressed) to the Web
tiple sources (e.g., using POP), and use an obscure ite. This step causes the Web site’s email address to be
dress for the high-priority email. This address would ongntered into the user’s extended address book. As a result
be known by the senders of high-priority messages, die information sent to the user by the site is not filtered
would have sufficient entropy to make a dictionary attackit. This creates an incentive for sites to comply with the
improbable to succeed. If the user believes he is underfeventive strategy, not only to avoid being exploited but
tack, he can switch from synchronizing his device with allso to keep their messages from being filtered out.
ISPs he uses to only the ISP of the high-priority account.
This provides an increased level of protection against at-
tacks for people on call, such as technical support staft, Conclusion
medical doctors, and more.

We investigated an automated and agent-based DDoS at-

Defense of an online store. If considered under attack,tack in which a victim is swamped by communication
the mail server would mark emails as suspect if they orifom entities believing she requested information. The
inate from a user who is not in the extended address bopkmary tool of the attack is that of Web forms, which
unless this user is a known collector of email from othéan be automatically harvested and filled out by an agent.
sources. For an example of the latter, consider how eBayNVe described a novel, very simple strategy by which
users establish communication with each other: via tiéeb sites can avoid being exploited in the poor man’s
messaging interface of eBay. Thus, eBay serves the lIB0S attack; once a majority of Web sites comply with
of an email collector, and associated emails would be hdlis strategy, such attacks will be prevented.
dled using particular rules. For example, the mail serverFor the interim, we have proposed a set of heuris-
may mark a set of emails as suspect if arriving in large techniques to inoculate users against the poor man’'s
guantities from one and the same user pseudonym; if ad3®0S attack. These mechanisms only allow emails to
ciated with a newly established user pseudonym; or witlbae filtered out if they are sent from sites that are not in
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a user's extended address book. While there is no crﬁieferences

tographic mechanism to avoid IP spoofing, this is not a

major threat because it is not the attacker who would hav&l S- Byers, A. Rubin, and D. Kormann. Defending againstan
to spoof the IP address of the sender of the email, but the Internet-based ?“aCk on the physma_l worlo_lPhoc. ACM
launch pad site. Well behaved sites will clearly not do Workshop on Privacy in the Electronic Socie?p02.

this, and if poorly behaved sites are willing to, then they2] S. Dietrich, N. Long, and D. Dittrich. An-
become part of the aggressor, and not merely a tool in its yzing  distributed  denial ~ of service tools:
hand. What makes our attack severe is that the launch "€ Shaft case. . InProc. 14th Systems Ad-
pads would be oblivious to the role they are playing, and hmtlglfj'}mnuserﬁ;grzr/ic;ﬁts /”222860(‘)0/ di?ggr)] hth?IOO.
that is not the case if they perform IP spoofing. If a site ' o ' o B

is willing to spoof IP addresses, there are clearly simpld?l P Dittrich. Distributed de-

DoS attacks such as mailbombs that do not involve Web M@ of service (DDoS) attacks/tools.
forms or agents http://staff.washington.edu/dittrich/misc/ddos/, 2003.

. . . - 4] R. Doorenbos, O. Etzioni, and D. Weld. A scalable

we hafve ntc_)t InveStlgatedtthe generation c;]f ttrafflc b)L dcomparison—shopping agent for the World-Wide Web. In

mean's ofposting messages to ”e""sgrc?”PS* cha rooms an Proceedings of the First International Conference on Au-
bulletin boards, purportedly from the victim, but believe

- - tonomous Agenipages 39-48, 1997.
such attacks to be similar to those we discussed, and p(fg] K. Houle, G. Weaver, N. Long, and R. Thomas
sible to defend against Ir] similar manners. Trends in denial of service attack technology. CERT
There are more drastic types of defense measures that coordination Center White Paper, October 2001.

can protect from the attack described in this paper. For http://www.cert.org/archive/pdf/Da8ends.pdf.

example some ISPs are coh8|der!ng C_:APT_CHA .ba.s?g] F. Menczer, G. Pant, M. Ruiz, and P. Srinivasan. Evaluat-
challenge-response systems in conjunction with whitelists" g topic-driven Web crawlers. In D. H. Kraft, W. B. Croft,
to combat sparfi. While such an approach would indeed  p_ 3. Harper, and J. Zobel, editoRyoc. 24th Annual Intl.
protect a potential victim from the email DDoS attack, = ACM SIGIR Conf. on Research and Development in Infor-
it would also decrease the accessibility of email. Many mation Retrieval pages 241-249, New York, NY, 2001.
email-based transactions, such as e-commerce confirma- ACM Press.

tions, would also be blocked. The defenses we have dgq F. Menczer, G. Pant, and P. Srinivasan. Topical web
scribed are more targeted at the DDoS attack, more light- crawlers: Evaluating adaptive algorithmsACM Trans-
weight, and do not require modifications to the email in- actions on Internet TechnologyForthcoming, 2003.

frastructure. http://dollar.biz.uiowa.edu/fil/Papers/TOIT.pdf.

At a more general level, the kind of attack described8] J. Silva. Spam small problem ... today.
here raises new issues with social, ethical, legal and po- RCRNews, 2003. http://www.rcrnews.com/cgi-
litical implications for the use and integration of mod-  bin/article.pl?articleld=42294.
ern communication media such as the Internet, electronjg] SkyNews. Elections: The final push.

messaging, and mobile telephony. For example, if users http://www.sky.com/skynews/article/0,,30100-

were required to identify themselves when using the In-  12300859,00.html, 2003.

ternet in order to prevent such abuses, then one could[t® L. von Ahn, M. Blum, N. Hopper, and J. Langford.
longer use a computer anonymously in a public place such CAPTCHA: Using hard Al problems for security. Pro-
as a library. We hope that this work will spark a fruitful ~ ceedings of Eurocryp2003.

debate on these issues, leading to solutions that will pfe1] L. von Ahn, M. Blum, and J. Langford. Telling humans
tect our inboxes as well as our privacy and freedom of and computers apart (automaticallyommunications of
speech. the ACM forthcoming.

Acknowledgments

We thank Avi Rubin, Aleta Ricciardi, John Linn, Burt
Kaliski and Shannon Bradshaw for useful discussions.
This work was supported in part by NSF Career Grant
No. 11S-0133124 to FM.

SEarthlink has announced a beta version of such a system as of this
writing.

11



