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Abstract. We study lightweight and secure gambling methods, and pro-
pose a general framework that is secure against various “disconnection”
and “payment refusal” attacks. Our method can be employed for single-
and multi-player games in which players are independent, such as slot
machines, roulette and blackjack. We focus on “open card” games, i.e.,
games where the casino’s best game strategy is not affected by knowl-
edge of the randomness used by the players (once both or all parties
have committed to their random strings.) Our method allows players as
well as casinos to ascertain that the game is played exactly according to
the rules agreed on, including that the various random events in fact are
random. Given the low computational costs involved, we can implement
the games on cellular phones, without concerns of excessive computation
or power consumption.

Keywords: Fair, gambling, lightweight, Merkle, publicly verifiable, ro-
bust

1 Introduction

It is anticipated that a large part of the future revenue in the communication
industry will come from services related to entertainment. It is believed that
cell phones will play an increasingly important role in this trend, given their
large market penetration and portable nature (making them available whenever
boredom arises.) Entertainment-related services can be categorized into services
that locate entertainment, and services that are entertainment. In this paper, we
will only consider the latter type, and in particular, only one particular type of
entertainment services, namely gambling.

Putting local legal restrictions aside for a moment, we argue that cell phones
are perfect vehicles for gambling, since they by nature are portable, can commu-
nicate, and have some computational abilities. Furthermore, cellular phones are
already connected to a billing infrastructure, which could easily be augmented to
incorporate payments and cash-outs. With improved graphical interfaces — which
we can soon expect on the market — cellular phones can become very desirable
“gambling terminals.” However, if mobile gambling were to proliferate, there is a



substantial risk that some providers would skew the probabilities of winning in
their favor (and without telling the gamblers). While this problem already ex-
ists for “real-world” casinos, it is aggravated in an Internet and wireless setting.
The reason is that with many small service providers, some of which may reside
in foreign jurisdictions, and some of which may operate from garages, auditing
becomes a more difficult task. On-line services can also change their physical
location if “the going gets rough”, making the task of law enforcement more
difficult.

On the other hand, while the honesty of real-world casinos can only be ver-
ified using auditing methods, it is possible to guarantee fairness in an on-line
setting using cryptographic methods, allowing for public verifiability of outcomes.
The idea is first to let the randomness that decides the outcome of the game
be generated by both the casino and the portable device of the consumer, ac-
cording to the principles of coin-flipping over the phone [4]. Then, in order to
avoid problems arising from disconnections (both accidental and intentional), it
is necessary to allow for an efficient recovery of the state of an interrupted game.
This state recovery must be secure against replay attacks (in which a winner at-
tempts to collect twice), and must be auditable by third parties. Finally, in order
to make the service feasible, it must be computationally lightweight, meaning
that it will not demand excessive resources, and that it can be run on standard
cellular devices.

We propose a framework that allows games to be played on computationally
restricted devices, and automatically audited by all participants. Our solution
can in principle be applied to obtain any game — expressed by a function f on
the random inputs. (However, due to considerations aimed at avoiding game
interruptions caused by disconnected players, we only consider games in which
the players are independent.) While in theory this functionality can be obtained
from a scheme in which signatures are exchanged (potentially using methods
for a fair exchange [2,14]), such a solution is not computationally manageable
in the model we work. Thus, our solution is based on the use of hash function
evaluations alone for all but the setup phase, and utilizes a particular graph
structure for optimal auditing speed and minimal communication bandwidth.
The use of number theoretic building blocks is limited to the setup phase as
far as players are concerned. Players may either perform this computation on
a computationally limited device such as a cellular phone, where it takes time
but is still feasible, or on a trusted computer, such as a home computer. Qur
main contribution lies in proposing the problem, elaborating on the model and
architecture, and proposing efficient protocols to achieve our goals.

We show how to make payments implicit, by causing the function f to output
digital currency according to the outcome of the game. That is, the output will
counstitute one digital payment to the casino and another to the player(s), where
the amounts depend on the outcome of the game, and may be zero. We say
that a game is fair if it guarantees all parties involved that the outcome of a
completed game will be generated according to the rules agreed upon, including
a correct distribution of the random outcomes.



Moreover, given the risk for disconnection — both accidental and intentional
— we must make sure that this does not constitute a security loophole. Conse-
quently, an interrupted game must always be possible to restart at the point of
interruption, so that neither casinos nor players can profit from disconnections
by interrupting and restarting games to their favor. We say that a solution is ro-
bust if it always allows the completion of a game for which one party has received
a first transcript from the other party — independently of whether a disconnected
party agrees to restart the protocol or not. (We note that the completion of the
game is not the point at which the participants learn about the outcome, but
rather, the point at which their corresponding payments are issued.) Thus, in-
stead of considering an opponent’s strategy for the game played (e.g., blackjack),
we must consider the “meta game” played. One component of the meta game
is the actual game; other components are the strategies for disconnection, state
reporting, and profit-collection. We show our solution to be robust and fair.

Our solution allows the transfer of state between various devices operated
by one and the same player. We describe how to transfer the state securely, and
without direct interaction between the devices in question. (In other words, the
state is transferred via the casino, posing us with additional security considera-
tions, in that we must guarantee a continuous sequence of events, and prohibit
“rewinding”.)

Outline: In section 2, we present the constraints we must observe, correspond-
ing to our model for communication, computation, and trust. We also detail
the goals of our efforts, and discuss practical problems. In section 3, we explain
the required setup. In section 4, we show how a game is played (including how
players perform game-dependent decisions, cash in profits, and perform conflict
resolution, if necessary.) We also explain how to transfer the state between var-
ious devices operated by one and the same player, e.g., a home computer and a
cell phone. We note that the transfer does not require any interaction between
the devices between which the state is transferred. We elaborate on the security
properties of our scheme in section 5.

2 Constraints and Goals

Device Constraints. There are two types of constraints: those describing the
typical setting of the game, and those describing the computational model. While
the former relates to efficient implementations (and corresponds to maximum
costs of building blocks), the latter is concerned with the security of the protocol
(and therefore the minimum security of the building blocks.)

In terms of typical device constraints, we assume that players have very lim-
ited computational capabilities. Without clearly describing what operations we
consider feasible, we exclude the common use of all number theoretic operations
for all but a setup phase. Also, we assume a limited storage space for players,
limiting the amount of storage required by the application to a few hundred
bytes. We may achieve this by shifting the storage requirements to the casino,



on which we will assume no typical device constraints. Alternatively, we may
construct the randomness associated with each node as the output of a pseudo-
random number generator taking a seed and the node identifier as its input. This
allows a local reconstruction of values, either routinely or in case of conflict. See
[3] for a good overview of possible constructions.

In terms of security, we make standard cryptographic assumptions (as de-
scribed by poly-time Turing Machines) for both players and casinos. In partic-
ular, we will make standard assumptions regarding the hardness of inverting or
finding collisions for particular functions, as will be apparent from the protocol
description.

Adversarial Model. The aim of an adversary may either be to increase its
expected profit beyond what an honest set of participants in the same games
would obtain or to minimize the expected gains of a victim in relation to an
honest setting.

We consider players and casinos as mutually distrustful parties, and assume
that any collusion of such participants is possible. In particular, we allow any
such collusion of participants to perform any sequence of malicious operations,
including setups, game rounds, disconnections, and bank deposits. We do not
allow the adversary to consistently deny a player access to casinos, but do allow
temporary access refusals. (This corresponds to a sound business model, since the
casino’s profits depend on continuous availability.) We assume that the bank will
transfer funds between accounts in accordance with the protocol description. We
also assume that the state kept by the different participants will not be erased,
as is reasonable to assume by use of standard backup techniques. However, and
as will be clear from our protocol description, we do not require the recoverable
state to be constantly updated, as we allow recovery of a current state from an
old state.

Game Counstraints. We focus on games in which a player can play with “open
cards” without this reducing his expected profit. Here, open cards corresponds
to publicly known randomness, and not necessary to cards per se, and means
that as soon as the player learns the random outputs or partial outputs of the
game, so does the casino (in a worst case.) We do allow the participants to
introduce random information during the course of the game, as we allow the
use of values associated with the decisions to derive random values. However,
this only allows the drawing from known distributions, and so, cannot model
drawing card from a deck from which some cards have already been drawn, but
it is not known which ones. This constraint would rule out games such as poker,
where it is important that the hand is secret. However, our constraint is one
purely motivated by efficiency considerations, and it is possible to implement
poker, and any game in which one cannot play with open cards, by means of
public key based protocols. (A mix network [6,1,9], may, for example, be used
to shuffle a deck of cards.)



3 Setup

To optimize the game with respect to the communication and computation over-
head, we use a tree-based hash structure for commitments to randomness and
game decisions. For each player, and each type of game offered by the casino, two
such structures will be computed — one for the player, and one for the casino.
(We note that it is possible to construct a new game from two or more tradi-
tional games, where the first decision of the player in the new game selects what
traditional game to play. This would allow the use of the same structure for
multiple games.)

To minimize the amount of storage required by the players, the casino may
store these structures, and send over portions of them as required. We note
that the player structures will be stored in an encrypted manner, preventing the
casino from evaluating the game function on the structures until the game is
initiated by the player. In case of conflict (where the player believes that he got
the incorrect data from the casino) it is important that the player can locally
generate the data himself, given his secret seed and a counter corresponding to
the contested data.

Building Blocks. Let (E, D) be a secure probabilistic symmetric cipher [7, 10],
with semantic security. Furthermore, let A be a hash function for which collisions
are intractable to find, and which therefore constitutes a one-way function [12],
hence it is hard to invert on average (i.e., for any poly-time ensemble A, the
probability that A(h(X)) is an inverse of h(X) is small, where X is drawn
uniformly from the domain of h). Furthermore, let C be a perfect commitment.
This may be a hash function which hides all partial information [5]. Finally, we
assume the use of some signature scheme that is existentially unforgeable [8].

Nomenclature: We use game type to correspond to the rules governing the
interaction between players and casino. An example of a game type is therefore
blackjack. We refer to particular instances of a game type as games, or game
rounds (where the latter signifies that a complete instance of a game corresponds
to multiple rounds, between which there are state dependences.) Each game, or
game round, may consist of some number of consecutive moves, each one of
which allows the players and the casino to commit to a decision. A game node is
a block of data that determines the randomness contributed to a game round by
its holder. We refer to values of a game node that encode possible decisions to be
made as the decision preimages for the game. Finally, a game tree is a collection
of game nodes, arranged in the hierarchy of a tree for purposes of efficiency.

At the time of setup, the player and the casino agree on the size of the tree,
where the number N of nodes corresponds to the maximum number of rounds of
the game type in question that they can play without re-performing the setup.

Game Nodes. (See figure 1a) Different games require different numbers of user
choices to be made. Slot machines allow for few or none; blackjack for several;
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Fig. 1. Game Structures

and roulette for a tremendous number — given the vast number of combinations
with which a player can bet. We use a method inspired by Merkle signatures ([13,
11]) to encode and implement player decisions. More particularly, for each type
of game in question, we let players and casinos commit to decisions by revealing
decision preimages according to some encoding scheme, and similar to how bits
are committed to in Merkle signatures. In the setup-phase, the player selects
some n uniformly distributed random numbers d;i, ..., d;,, for each node i of
the tree (each such node corresponding to one round of the game); these allow
him later to make choices by revealing preimages in one or more moves, according
to some scheme encoding his decisions. The player also selects a random number
r; uniformly at random for each node. All of these random values are assumed
to be of size 160 bits or more, to avoid the birthday paradox problem. Indeed,
in case of a collision, the opponent could claim that another decision has been
taken by the player. The player computes a value game; = (h(D;1,...,D;y,), R;),
where D;; = h(d;;) and R; = C(r;). We denote preimage; = (di, ..., din,7;)
the secret preimage to game;.

Game Trees. (See figure 1b) The player computes a structure Spjqyer consisting
of N nodes, each one of which is connected to one parent node (except the root);
two children nodes (except the leaves), and one game node, which is described by
the value game; (described above) for the ith such node. We enumerate game
nodes according to their depth-first traversal order in the tree. Each node in
the tree has a value which is the hash of all its children’s values; of its game
node value; and of a descriptor game that describes what game type that it
corresponds to. Let 700t (y1ayer,game) be the value describing the root of the tree
for the game in question.

Each player constructs one such value 700t (piayer,game) for each game type
he wishes to be able to play, and the casino prepares a similar structure (unique



to the game type and the player in question) for each player structure. Let
700t (casino,game) describe the root of this tree. (We note that the structures may
be of slightly different formats if the player and casino have different number of
maximum choices per round.)

Let agreement cqsino,player) b€ @ document consisting of the above root val-
ues for the player and the casino, a hash value on the game function fyume,
and of signatures on this information by both the casino and the player — see
figure 1c (We assume the use of certified or otherwise publicly registered public
keys.)

Storage. The above mentioned value, agreement .qsino,player), along with rel-
evant certificates, is stored by both the player and the casino. The player needs
not store the value on his portable device, but only in some manner that allows
him to retrieve it in case of a conflict.

The player may store his game trees on his device, or may encrypt these
in portions corresponding to game nodes, and have these stored by the casino.
We focus on the latter case, and let E; = Eg,,, ., (preimage;,red;) be the
encryption of preimage; under the symmetric key Kpjqyer, using redundancy
red; of sufficient length to determine with an overwhelming probability whether
a ciphertext is correctly decrypted. We may choose |red;| = 80, and assume that

the counter i be a part of red;.

The casino stores records of the format (i, E;, gamepiayer,i; gaMecasino,i)
along with a counter cnt indicating what games have been played. This counter
is specific to the player and the type of game associated with the node. (We sim-
plify our denotation by considering only one counter, but note that the scheme
tolerates any number of these.) The casino also stores all the functions fyame.

The key Kpayer is stored by the player in his portable device, along with
the counter cnt. The player also keeps a backup of the symmetric key, whether
in the form of a file on his home computer, or in terms of a passphraze used
to generate the key. Furthermore, the player stores either the functions fyume
of the games he is interested in playing, or merely hash values of these. It is
possible (but not necessary) for the player also to have the value ¢nt backed up
with regular intervals, e.g, on a home computer.

The bank will store elements corresponding to payment requests, allowing it
to detect duplicates and inconsistencies. We will elaborate on the format of this
later, after having presented our suggested integrated payment scheme.

State Compression. If the preimage preimage; = (d;1,. .., di,, ;) is selected
by the player as the output of a PRNG whose input is (seedpigyer, game;), then
it can be generated (and re-generated) locally when required. Depending on
the difference in speed and power consumption between the PRNG and the
decryption function, and taking the communication costs into consideration, it
may be beneficial not to use the casino as a repository for encrypted game nodes,
but always to recreate these locally, from the seed, when needed.



Certificates of Fairness. Our model allows auditing organizations and other
entities to review the game functions fyome (or crucial portions of these) to
ascertain that they correspond to fair games. Here, fair is simply used to mean
“in accordance with the disclosed rules”. The rules specify the different events
corresponding to the outcomes of the games, their probabilities of occurrence,
and the costs and payoffs associated with the game. If an auditing entity decides
that the game described by fyeme is fair in this sense, it can issue a digital
certificate on fyeme along with a description of the rules. This certificate may
either be publicly verifiable, or verifiable by interaction with some entity, such
as the auditing organization. Users may verify the fairness of games by verifying
the validity of the corresponding certificates.

4 Playing

Request. To initiate a game, the player sends a request (player, garne) to the
casino, where player is the name or pseudonym of the player, and game is the
name of the game the player wishes to initiate. We note that the request is not
authenticated. We also note that games will be selected in a depth-first manner
(which we show will minimize the communication requirements.) The games will
be enumerated correspondingly.

If player has performed a setup of the game game and some unplayed game
nodes of this type remain, then the casino returns a message

(Ecnt , JAMEplayer,cnt; gamecasino,cnt) ;

otherwise he returns a random string of the same length and distribution.
The player decrypts E.,: to obtain preimage.n; and cnt, and verifies the
correctness of the redundancy.

Playing a Game. A game is executed by performing the following steps (we
later consider what to do in case of communication disconnection):

1. The player initiates a game by sending the value rpjayercnt to the casino.
The casino verifies that this is the correct preimage to Rpjayer,cnt and halts
if not. (We note that Rpiayer,cnt is part of gamepiayer,cnt, which is available
to the casino.)

2. The casino and the players take turn making moves:

(a) The casino reveals decision preimages encoding its move.

(b) A man-machine interface presents the choices to the human user, collects
a response, and translates this (according to some fixed enumeration)
into what decision preimages to reveal. These values are sent to the
casino.

The above two steps are executed one or more times, corresponding to the
structure of the game. In the above, the recipient of values verifies the cor-
rectness of these. If any value is incorrect, then the recipient requests that the
value is resent. All preimages are temporarily stored (until the completion
of step 4 of the protocol) by both casino and player.



3. The casino responds with 7cqsine,cnt, Which is verified correspondingly by the
player.

4. The function fyame is evaluated on the disclosed portions of preimagepayer,cnt
and preimage qsino,cnt- (We discuss requirements on the function below.)
The output is presented to the player and the casino, and the appropriate
payment transcripts are sent to the bank. (We elaborate on this aspect later.)

5. The player and the casino updates the counter cnt, along with other state
information.

Evaluation. The outcome of the function fy4me depends on some portion of the
values in preimagepiayer,cnt and ON Tegsino,cnt- IN games where the randomness
is not public until the end of the game (e.g., when the hand is shown) it also
depends on the actual values of the decision preimages given by the players and
the casino (as opposed to the choices alone). This also holds if step 2 above
cousists of several moves (i.e., an iteration of the two participants’ disclosing of
decisions). In such a case, h needs to satisfy the same requirements as C does, i.e.,
be a perfect commitment that hides all partial information. Using the decision
preimages to derive randomness (used in combination with values disclosed in
step 3 to avoid predictability), allows the introduction of new random values
throughout the game.

When we say that a result depends on a value, we mean that one cannot com-
pute any non-trivial function of the result value without access to the value on
which it depends. (This is meant in a computational sense, and not in an infor-
mation theoretical sense, and so, is relative to the hardness of the cryptographic
primitives employed.)

Example: Slot Machines. Slot machines provide the probably simplest setting
in that one only needs two random strings, one for the player and one for the
casino, where an XOR of these values may be used to directly determine the
outcome of the game. For slot machines that allow one or more wheels to be
locked and the other rotated again, this simply corresponds to letting a first-
round decision of a game node encode “keeping” an outcome from the previous
game node. The result of stopping a wheel from spinning at some point can
be ignored in terms game impact, as it does not alter the distribution of the
outcome.

Example: Variable Length Decisions. In roulette, the player can place bets
on various portions of the board, in a large number of configurations. It is possible
either to limit the maximum bet to keep the number of combinations down, or
to use several consecutive game nodes to express one bet. Let us consider how
to do the latter in a secure fashion.

Let one of the decision preimages, when revealed, mean ”link with next game
node”, and let another decision preimage mean ”do not link with the next game
node”. Clearly, the player will only reveal one of these. After the conclusion of
the game, one has to deposit all game nodes in a sequence, along with the game
node of the previous game (unless already known by the bank), and each of these



game nodes need to have exactly one of the above mentioned preimages revealed.
This allows the player to encode arbitrary-length decisions, as his decision will
be encoded by all the preimages of all the “linked” game nodes.

Whether multiple game nodes are linked or not, we have that if a game allows
variable length decisions, then either there must be some decision preimages that
encode the length of the decision, or both casino and players need to submit game
transcripts to the bank, to avoid that only a prefix decision is submitted.

Example: Multi-Player Games. In our main construction, we only consider
games where the strategies and games of different players are independent of
each other. This, however, is purely for reasons of service continuity (recogniz-
ing that users relatively often get disconnected when using mobile devices.) To
play a multi-player game where the outcome of each player’s game depends on
the strategies of other players, each player may use one portion of the decision
preimage field to encode the public values of the game nodes of the other players
participating in the game. The game would then start by a round in which all
players open up preimages corresponding to their view of the game nodes of the
other players, and then by the game, as previously described.

Example: Drawing Cards Face-Down. In poker, the players of the game (of
which the casino may be one) take turns making decisions (specifying what cards
to keep, and how many new cards to request), and obtain cards from a common
deck. The values of these cards are not publicly available until the end of the
game. The decision preimages are therefore used both to commit to the decisions
and to provide randomness determining what cards are drawn. In a situation
where the casino plainly deals, and is trusted not to collude with other players,
it is possible to let the casino know the hands of the different players, which
allows for a simple solution, but which raises the concern of collusions between
players and casino. To avoid this, it appears necessary to employ public key based
methods. We do not consider such solutions herein, due to the computational
restrictions we set forth, but notice that with more computational resources,
such solutions would be possible.

Handling Disconnections. As will be seen from the description of the pay-
ment generation, the player commits to performing the game in step 2 of the
protocol for playing the game. Therefore, disconnections are handled differently
depending on the stage of the protocol execution.

The casino will take a relatively passive role in reacting to disconnections, as
it will ignore disconnections before the execution of step 2 of the protocol (and
merely rewind its internal state to what it had before the initiation of the first
protocol step). Disconnections during step 2 are handled by the bank acting as
an intermediary between the player and casino (if wanted by the player), or by
charging the player according to the most expensive outcome given the transcript
seen (if the player refuses connection.) The casino will handle disconnections
after step 2 by executing its parts of steps 4 and 5 of the protocol. It also stores
the player’s decision preimages, if received.



If the player detects a disconnection of the game before executing step 2 of
the protocol, then he will rewind his state to the state held at the beginning
of the protocol. If the player detects the disconnection after that stage, then he
will request a replay, and perform the following protocol:

1. The player sends the casino the string

(PlayeT, C’I’Lt, Tplayencnt; Dcasino; Dplayer) .

In the above, D.qsino represents the decision preimages of the casino (record-
ed by the player), and Dpjqyer those of the player. (Note that these are the
choices that have already been made. The player does not get to make a new
game decision for the reconnected game, as this is just a continuation of the
disconnected game.)

2. The casino verifies the correctness of the received values with respect to the
game nodes game cqasino,cnt A gamepiayer,cnt. If not all values are correct,
then it halts.

3. If the casino has previously recorded decision preimages other than those
received in the current protocol, then it selects the set D}, ., that maximizes
its benefit.

4. The participants perform steps 3-5 of the game-playing protocol, both of
them sending payment invoking transcripts to the bank. (If the bank receives
different transcripts, it will perform a particular type of conflict resolution
before performing the payments — we describe this below.)

If the above fails, the player will attempt it with the bank as an intermediary.

Payment Generation. In the following, we show how the bank can determine
the charges and the credits by evaluating the game function on the provided
transcripts. The transcripts determine both who won, and how much — the latter
may depend both on the outcome of the game, and on decisions by players and
casino (such as how much is bet.)

A payment request by the casino consists of

1. the player identifier (player), the value cnt, the value gamepayer,cnt, and
the player decision preimages Dpiayer,cnt

2. all values on the path from the game node gamepigyer,cnt up to the root
700t piayer,game ; the game nodes gamepiqyer,: of every node in the tree that is
a sibling with any of the nodes on the above mentioned path; and the value
agreementcasinmplayer-

The bank checks the consistency of all of these, and verifies that they have not
already been submitted (in which case it runs a particular conflict resolution
protocol, detailed below). The bank then transfers funds from the player’s ac-
count to the casino in accordance with the cost of playing a game as governed by
the rules, the decision preimages Dpiqyer,cnt- (We note that the verification does



not include verifying who won the game, as we take the approach of charging
for each game, including games in which the user wins.)

In the above, only the first triple of values (player, cnt, Dpiayer,cnt) is sent,
unless the other values are requested by the bank. The bank stores all values
received, and only requests the further information if it is not available.

A payment request by the player consists of

1. the player identifier (player), the value cnt, the value gamepayer,cnt, and
the player decision preimages Dpiqyer,cnt -

2. the values rpiayer,cnt; Tcasino,cnt » and the casino decision preimages Deasino,cnt

3. all values on the path from the game node gamepigyer,cnt up to the root
T00tplayer,game; the game nodes gamepqyer: 0f every node in the tree that is
a sibling with any of the nodes on the above mentioned path; and the value
agreementcasinmplayer-

As above, the last portion is not sent unless requested. If the casino is storing
information for the player, and the information is requested by the bank, then
the casino will be contacted to give the information. If it refuses, then a special
conflict resolution is run, see below. When all the necessary information is re-
ceived, the bank verifies the same, evaluates the function fjqme, and determines
what the pay-out is. It then verifies whether this transcript has already been de-
posited. If it has, then it runs the conflict resolution protocol below. Otherwise,
it credits the accounts accordingly.

In the above, the bank indexed payment requests by the value rpayer,cnt;
which has to be submitted for all requests. We note that the bank may require
both casino and player to deposit the transcript corresponding to a game in
order to avoid “partial” transcripts to be deposited. (With a partial transcript
we mean a transcript where some of the decision preimages revealed by player
or casino are not reported.) Depending on the nature of the game, deposits may
routinely be performed by both parties, or be performed on demand by the bank.

Conflict Resolution. Conflict resultion is performed in the following cases:

— Two or more identical “deposits” for the same game.
If more than one payment request for a particular game is deposited, then
only the first is honored, and all duplicates are ignored.

— Two or more different “deposits” for the same game.
If the bank receives correct transcripts corresponding to two or more different
outcomes of a game, i.e., transcripts for which there are different sets of
decision preimages recorded, then it decides as follows. If there are two or
more different decision transcripts of the casino, but consistent versions for
the player decision transcripts, then it judges in favor of the player. If, on
the other hand, the casino preimages are consistent, but the player images
are not, then it judges in favor of the casino. If neither is consistent, then
alternate resolution mechanisms (not described herein) are necessary.



— Incomplete deposit.
If a transcript does not contain all decision preimages required to complete
the game, then the bank will rule in favor of the participant submitting
the transcript after having tried to obtain the transcript from the other
participant, and failed to have the participants complete the game with the
bank as an intermediary.

— The casino refuses to disclose values.
If the bank requests path information from a casino during the deposit by a
player, and the casino refuses to provide this information, then the player’s
account is credited with the amount corresponding to the deposited game
transcript (possibly after some reasonable hold period.) The casino’s account
is charged the same amount, plus possible fines.

— Player out of funds.
If the casino deposits a game transcript for which there are insufficient funds,
it is notified about this, and may (but is not required to) temporarily lock
the access of the player to the games. (In fact, the bank can alert the casino
of a low player balance if this falls below a particular preset level, which has
to be established by agreement between the player ad casino during account
establishment, or by implicit agreement for playing any particular game.)
Any deposits made after the casino has been notified of the player being out
of funds are put on hold, and are credited and charged only after a sufficient
balance is available.

— Casino out of funds.
If the casino’s balance falls below a preset level, then each player depositing
transcripts is paid according to the outcome, but barred from any further
deposits from the casino (until service by the casino is re-established). The
player is notified of this condition, and his device temporarily disables the
gambling service. If the casino’s balance falls below a second and lower level,
then all registered players are notified that no further deposits will be ac-
cepted after some cut-off time, and the player devices disable the service.

Transferring State. We note that there are only two parameters that need to
be transferred between devices in order to allow the user to transfer the state
between devices. One is the secret master key used to decrypt the received tran-
scripts; the other is the counter determining what games have been played and
which ones remain to be played. The master key can be installed on both user
devices during setup, or may be generated on the fly from a passphrase. We can
allow the casino to store the counter, and send this to the player for when re-
quested. While this would enable the casino to perform rewinding attacks, these
can be defended against as follows: If the player notifies the bank of the counter
at the end of each game or sequence of games, the bank can verify that the cor-
responding transcripts are deposited by the casino within some short period of
time (shorter than the period between two game sessions with an intermediary
state transfer.) If the casino deposits two different game nodes (potentially with
different outcomes) then only the first is accepted. This prevents the bank from
abstaining from performing deposits, and performing a rewind attack. To avoid



the user from blocking casino deposits by the above mechanism, one can require
the casino to verify with the bank that they have a consistent state before the
casino allows the transfer of state.

5 Security

We state the security properties of our scheme, and provide correctness argu-
ments.

Public Verifiability. Assuming the non-forgeability of the signature scheme
and that the hash function is a one-way function [12], our scheme satisfies public
verifiability. This means that a third party (such as the bank) is always able to
determine who won a particular game, given the corresponding game nodes with
appropriate preimages revealed, and the paths from the game nodes to the root.

Since all game nodes are connected to a binary tree (each node of which
is associated with a game node by means of a hash image of the latter), it is
not possible to replace or alter a game node without finding a hash collision
for at least one place on the path from the game node to the root. Therefore,
since the signature on the set of roots cannot be forged, it is not possible for
one party to replace a game tree signed by the other. Furthermore, he can also
not replace a game tree signed by himself, since the opponent has a copy of
his original signature, and can submit that to the bank as evidence of the bait-
and-switch attempt. Therefore, a completed game (corresponding to an honestly
submitted transcript of the game) can always be evaluated by a third party, who
can determine the outcome of the game.

Fairness. Assuming the collision-freeness of the hash function h employed for
the hash-tree, a hash function C the hides any partial information for committing
the random coins, and the semantic security of the cipher, the game will be fair
in that its outcome will be determined based on the agreed-upon rules, and on
random strings of the correct distribution.

A participant commits to a game (without committing to play the game)
by selecting a string, chosen uniformly at random from the set of strings of
the appropriate length. The game is evaluated by evaluating the agreed-upon
function (whether certified or merely recorded with the bank) on the two or more
random strings provided by the two or more participants. The game function uses
a random string that is a combination of the provided random strings. Therefore,
if at least one of the strings is chosen uniformly at random, the output will be
generated according to the agreed rules. If a participant does not select his
string uniformly at random, this only provides an advantage to the opponent.
Assuming that the cipher is semantically secure, it is infeasible for the casino to
determine the preimages of a player’s game node from the information he stores;
therefore, the casino cannot obtain an advantage (in making his decisions) from
analysis of the stored information. Assuming the partial information hiding of
the commitment C, it is not possible for either party to perform a bait-and-
switch operation, having seen part of the game.



Robustness. As soon as a participant has committed to playing a game, it
is possible for the bank to determine how to transfer funds according to the
outcome of the game. If a participant withholds information from the bank, this
cannot financially benefit him.

We have already established that the game is publicly verifiable. If a player
halts the game before step 2 of the protocol for playing a game, he cannot guess
the outcome of the game with a better probability than what he could before
the beginning of the game. If he halts during step 2, the deposited transcript can
be evaluated by the bank, and will be charged according to the worst possible
outcome for the player, unless the player submits information that allows the
continuation of the game (in which case we say that the game is not halted,
but merely executed with the bank as an intermediary.) If the player halts after
step 2, the casino has all information required to perform a correct deposit. The
casino cannot guess the outcome of the game with better probability than before
the beginning of the game after having executed the first step of the protocol for
playing a game. If the casino halts in the middle of step 2 or before concluding
step 3, the game can be continued (if desired by the player) with the bank as
an intermediary, and so, there is no financial incentive for the casino to do so. If
the casino does not send the correct encrypted game node from its repository,
the player will generate the information locally.

Conclusion

We have proposed an architecture allowing a wide array of games to be played
on devices with severe computational limitations. Our model is rather cautious
in that it allows arbitrary disconnections, an aspect seldomly factored into high-
level protocol design. Our solution, which is shown to be robust under these
circumstances, allows for both single-player and multi-player games.

Instead of considering the security and robustness of the game played, we
consider these aspects of the meta-game in which the actual game played is one
portion, and other decisions form another portion. Aspects belonging to this
latter portion is whether to disconnect, and how to report profits to the bank,
among other things.

An open problem is how to efficiently implement games based on drawing
cards without repetition, and where there are at least two participants, both of
whom keep their hands secret for some portion of the game.
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