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Abstract

In this paper a protocol for any two users to prove their identities to each other is proposed. The focus
of this paper is to minimize the communication overhead and the key lengths without reducing the security.
Our protocol achieves this goal by generalizing the Feige, Fiat, Shamir identification protocol [1]. We prove
it 1s secure based on the intractability of factoring random Blum integers.

1 Introduction

In a zero-knowledge identity-proof, one person wants to prove to another person that he is who he claims
to be. This must be done without giving away any secret information to the verifier, or somebody that is
eavesdropping, so that nobody shall be able to pretend to be him with a greater probability than they had
before listening to his proof.

This is a problem first studied by Feige, Fiat and Shamir [1], who constructed the first practical identifi-
cation protocol. Goldwasser, Micali and Rackoff [2] introduced the notion of zero-knowledge, and Goldreich,
Micali and Widgerson [3] produced a general but somewhat inefficient solution to the problem.

The security of an identification protocol is the probability that a polynomial-time adversary who falsely
attempts to identify himself gets caught. To reach a specified degree of security, there are four costs for an
identification protocol; the cost of communication (how much information must be exchanged), the number
of rounds of communication, the cost of memory (how long public keys must be stored) and the cost of
computation. In this paper we will be mostly concerned with communication costs and memory. Often,
in practice, communication costs outweigh the cost of computation. The cost of memory might also be
important, since each potential participant will need to store the public key of all other participants.

In this paper, we introduce a 2-round protocol based on the intractability of factoring Blum integers. The
costs for the security 1— 2% will be O(n logN) as the cost of memory, O(na+logN) for communication and
O(na) arithmetic operations for computation, where a and n are integer constants arbitrarily chosen, and N
is a suitably chosen Blum integer. Here, we assume that N cannot be factored in time poly(2™® 4+ logN') with
a non-neglible probability. All the costs above will be minimized for n = 1, but there might be circumstances

where larger n’s are beneficial, for example in parallel implementations.

We will describe the protocol, prove that it is complete and sound, show that we can obtain arbitrary
security and prove that the protocol is zero-knowledge.

Thus, we can obtain an arbitrary security with zero-knowledge in an arbitrary number of communication
steps, where the tradeoff for high security in a few number of communication steps is more local calculation.

Our protocol can be viewed as a variation of Ohta and Okamoto’s protocol [4]; however, a much better
bound on the security is obtainable in the case we consider.



2 The protocol

All operations are modulo N, where N = pq and p and ¢ are primes such that p, ¢ = 3 mod 4. Let Z}; be
the multiplicative group of integers modulo N. Let )Ry be the set of elements in Z3; that are squares. Let
a and n be fixed positive integer constants. The security and efficiency of the protocol depend directly on a
and n.

A trusted party, such as the protocol designer, chooses the number N as above. All participants know
N, but none knows the factorization of N. This allows all participants to use the same value of N. Each
(honest) participant choosesa a secret identity , a set of numbers {s;}] where each s;eQRy, and publishes
the set {y;}|, where y; = s7 | as her public identity.

Unlike the FFS [1] protocol, our protocol does not provide a “proof of knowledge” of the s;’s, the 2¢ th

roots of the y;’s. This is because, while the implementation requires the prover to know the 2¢ ** roots,
we prove only that a succesful cheater “knows” the following type of secret: Any root of a product of y;’s.
However, we show that obtaining such a secret is as hard as factoring N.

For S a finite set, and z a random variable on S, let z¢,.5 mean that z is uniformly distributed on S.
Let A be a participant with a secret and B a participant who wants to verify A’s secret.

A shall prove to B with arbitrary security that she knows the secret, and the proof shall be zero-knowledge.
Neither A nor B knows the factorization of V, and they are both computationally polynomially bounded.

The protocol is as follows:

Alice: A Communication Bob: B
Channel
Let {s;}| be the secret;
let re, @Ry, calculate z = 2"
z
Let e = (ey...e), where €;¢,[0,2% — 1].
e
Let w=r][_, s
w

Accept if

W = L (1)
i=1

reject otherwise.

O

Notice that the verifier can start calculating z []i_; y;* directly after having fixed the e;’s, and later just
compare it to w?* to save time. In an implementation of the protocol, B can decrease the number of times
to square each side in the verification step by min(e;), but to make the proof easier we will not do that here.

The security will be 1 — 2%, both the cost of memory O(n logN), communication O(na 4 logN), and
that of computation O(na M(N)), where M(N) is the time to multiply numbers modulo N. The Feige,
Fiat, Shamir identification protocol is a special case of our protocol where @ = 1. The advantage of our
generalization is to allow reduction of communication and memory costs. Memory might be a real obstacle
in implementing the FFS scheme, since the scheme requires one to store many keys (integers mod N) for
each person one might interact with.

As in FFS, we can extend this to arbitrary security by repeating the above protocol several times.



Theorem 1 Assume factoring Blum integers is hard, i.e. no polynomial time probabilistic adversary can

factor random Blum integers of length k in time poly(2™® 4+ k) with more than a chance of success.

The above protocol with N randomly chosen is zero-knowledge to an adversary with time poly(2"®+logN')
and if A and B are honest participants, no adversary running in time poly(2™® + logN) can identify herself
as A to B with probability more than 2% + m

The proof of theorem 1 is found in sections 3 and 4.

Theorem 2 Let A and B be honest participants in the protocol, let A be an adversary with computational
power poly(2™® + logN) who interacts with A and B for poly(2™* + logN) different identifications (perhaps
using different aliasg), and observes A and B interacting for the same number of identifications. Then
the probability that A can identify herself as A to B in an identification following the above is at most
1 1

75 T oty Ry

This theorem follows from theorem 1, and some well-known properties of zero-knowledge. Proof is omitted
from this abstract.

3 Completeness and soundness

Obviously the protocol is complete, since A can perform all the calculations needed. The protocol also is
sound if B can be sure that no A can make him believe she knows the secret, without actually knowing it.
This requirement is met if nobody can simultaneously know the answer w to two different queries e and e’
without knowing the secret. This is the same as saying that anybody who knows the answers to two queries
knows the secret. We show first that if A can make B accept her as A with probability significantly larger
than 2%, then he can compute a number u and a set S C {1,..,n}, so that u? = [];.qy;. We then show
that finding such a pair (u, S) is as difficult as factoring N.

Lemma 1 If p,q = 3 mod 4, every square mod p q has exactly one square root, which itself is a square.
Proof of Lemma 1: See reference [5]. m

Corollary 1 For any i > 1, let = 7> modN where rey . Then e, QRy.

Lemma 2 If (z,e,w) and (z,€¢’',w') are both accepted transcipts, then a square root of (I}, seime

i=1% )? can
be computed in polynomial time, given only w,w’ and N as input.



Proof of Lemma 2:
Since w is accepted by Bob after (z,e), and w’ is accepted by him after (z,€’),
w” =z [T, v
and
wlza =z H?:l yfll
Then,

a 9a -1 i—ely i—el 2
w? (') =[Lo ™ = Lo s ™)

Thus, by repeated application of Lemma 1,

a

So the procedure calculates and outputs ¢ = ww' ™t

Lemma 3 Let (z,e,w) and (z', ', w') be two accepted transcripts, where e # ¢'. We can then calculate a
square root of a product of a subset of the y;’s, i.e., an S C {l...n}, S # 0; and u such that u? = [[;.s v:-

Proof of Lemma 3:

Let f(i) denote e; — €’;. Let (o, 3;), where oy = 2P¢  if f(i) # 0 be the solution with the small-
est possible value of p; to f(i) 2P+ — 2% 3 = 2971 and let @ = maz(a;). Note that a; and 3 can
be computed easily from the inputs. If we denote & = % and k; = 5{(2), then equation 2 implies

that (k*)* = (ITija.2a k&)’ (ITij0. 20 k#)?. This is, from the definition of o, f; and k; the same as
2

a— 2 ern . . .
(Hz’|a,:a 57 ' yf’) (Hz’|a,¢a y;.*") . Note that if a; # «, then 2a; | a, so Is an easily computable

a
2o 2
PR a—1
H yﬂ’H y;Tz)z = (Hi|oz,:oz 522 ) = Hi|oz,:oz Yi-
ilog=a Ui oo Ui

This we will show is the same as knowing a secret or being able to factor N.

integer. Therefore, we can calculate a root of (

Lemma 4 [t is hard to calculate a product of roots, i.e. there is no poly-time algorithm, A, .0t, that on input
(12,922, .. yn?) for Y2euQRy, with probabilty greater than n%, for any integer d, outputs a pair (S, u),
such that S C{l..n}, S #0; and u such that v* =], s vi.

Proof of Lemma 4:

Assume that there is a poly-time algorithm, A0, that on input (y12,y2%,...,yn?) for y?e,Q Ry, with
probabilty greater than ,%d, outputs a pair (S, u), such that Se{l...n}, S # 0 ; and u such that v? =[], s v:.
Then there is a poly-time algorithm that with probability greater than ,%d, given y?eQ Ry outputs r such
that 2 = y?. This follows from the fact that if we wanted to calculate a square root of y%, we would choose
keu{1...n}, set y7 = y*, and then choose y;e, 23 for i # k. We would feed {yf...y2} to A, and hope
that keS. If keS, which would happen with a probability larger than #’ we would have calculated a
square root of y?, namely U(Hz’;tk,z’es yi)_l, in polynomial time. This is known to be as hard as factoring
N, and so from our assumption that factoring Blum integers is hard, it follows that the poly-time algorithm
A, o0t can not exist.



Lemma 5 Assume factoring Blum integers is hard, 1.e. no polynomial time probabilistic adversary can
factor random Blum integers of length k in time poly(2"® 4+ k) with more than « chance of
success.

1
poly(2me +k)

In the above protocol, with N randomly chosen, with the honest participants A and B, no adversary
running in time poly(2™® 4+ logN) can identify herself as A to B with probability more than 2% + m

Proof of Lemma 5:

Assume A could successfully identify herself to B with probability greater than then

1 1
2na + poly(2ne+k)’

with a probability larger than A could answer two queries e and ¢’ after sending the message 2.

1
. poly(2re k) : : .
From lemmas 2, 3 and 4, this would give us a poly-time algorithm to factor N, contrary to the assumption.

4 The protocol is zero-knowledge

Intuitively, the protocol is zero-knowledge if a malicious adversary can not get any more information from
the protocol than from a simulation of the protocol that he runs himself. We refer to GMR [2] for a formal
definition.

Lemma 6 There is a probabilistic poly-time algorithm Blackbox that takes (y,e) as input and produces a
string (z,e,w) as output, where this output is distributed identically to the set of transcripts of the protocol
with tmput y, given that B’s response is fized to the value e.

Proof of Lemma 6: The algorithm Blackboz:
input (y, e), output (z, e, w)
Let re,QRy. Let w=1r, z = rza(H?:l yf’)_l.

Then, by definition, re, Q@ Ry, and so we, QR . From Corollary 1, and since as well a power of a quadratic
residue as an inverse of a quadratic residue are quadratic residues, it follows that ze(Q Ry . In the real protocol,
w=r[[i_, s{*, and since as well s; as r are quadratic residues, it follows from the above rule that we, QR y.
We see that this holds for z, too, as in the real protocol we have z = 72" therefore zeQ Ry in the real

protocol.

From Blackbox we get we@Q Ry, zeQ Ry, and we see that the pair (w, z) will have just the same distribu-
tions as in the real protocol. This follows from the fact that (w, z) obeys equation 1. Given that the pair
(w, z) obeys equation 1, the distribution on w determines that of z. This follows from Lemma 1 and the fact

that zeQQ Ry

Lemma 7 The protocol is (perfect) zero-knowledge, i.e., there is a probabilistic poly-time algorithm Simulator
that takes (y,ﬁ) as input (where B is some protocol for a B rather than some fized answer) and produces a
string (z, e, w) that is distributed identically to the set of transcripts determined by a run of the identification
protocol between A and B on input y. Simulator will terminate in expected time O(2"*P), where P is the

time taken by B.

Proof of Lemma 7:

The simulator works in the following way: Input to our algorithm Simulator is (y, B). Simulator guesses
a value for e, €, and sends this together with y to Blackbox. Blackbox then outputs (z,€, w), and Simulator



checks whether the protocol B’s value for e, when it has been given z, would have been €. If that is the case,
Simulator outputs (z, e, w) and halts, otherwise it tries again.

The intuition as to why this works is that € was obviously the correct guess of e. According to Lemma 6,
the distribution on both w and z will be the same for Simulator as in the real protocol, given that e = €.
The output from Simulator will therefore have exactly the same distribution as the set of transcripts, where
B would be used as B’s protocol. Then, the output from Simulator will look the same as that from the real
protocol, and since Bob can not learn Alice’s secret or parts thereof from his own simulation, neither can he
from the real protocol, which must therefore be zero-knowledge.

As we will show, if € is the simulator’s guess of e, then Prob(e = ¢) = 2,1m . The expectation of the number

of tries until Simulator terminates is 2"% so it terminates in expected time O(27*P).

Since € is chosen uniformly at random from a set of size 27% it suffices that there is no dependency

between € and e for Prob(e = ¢) = 2% to hold. The choice of e depends solely on the value of z. By the

definition of the simulator, when € is fixed, we have :

« ——
e=r ([lisy u)
We claim that any value of z can be obtained from any value for €, and with equal probability, and so
there is no dependency between € and e.

Rewrite the above to
7/»2(1 = Z(H?:l yf_l)’
let z = (], yf_’); note that zeQ Ry .

Then, for any value of €, we must be able to obtain any value in QQ Ry to compensate, with our choice of
r, for all possible &’s to get our fixed z.

By repeated application of Lemma 1, we see that there is exactly one re@Q Ry such that z = 72", and so
for every € there is an r that will give us the right z.

We now will prove that the distribution on € given that the simulator halts is identical to that of e in the
original protocol. By Lemma 6, this implies that the distributions on triples (w, €, z) output by the simulator
is identical to the distributions (w, e, z) from the real protocol.

We show that for each fixed random tape for Bob, e and & have the same conditional distribution. When
the tape is fixed, e is a function of z, e = e(z). Since we only output if we picked @ = e(z), the distributions
(w,€, z) and (w,e, z) are identical.
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