Proactive Public Key and Signature Systems

Amir Herzberg* Markus Jakobsson f

Stanistaw Jarecki Hugo Krawczyk $

Moti Yung T

Abstract

Emerging applications like electronic commerce and se-
cure communications over open networks have made
clear the fundamental role of public key cryptography
as a unique enabler for world-wide scale security solu-
tions. On the other hand, these solutions clearly expose
the fact that the protection of private keys 1s a security
bottleneck in these sensitive applications. This problem
is further worsened in the cases where a single and un-
changed private key must be kept secret for very long
time (such is the case of certification authority keys,
bank and e-cash keys, etc.).

One crucial defense against exposure of private keys
is offered by threshold cryptography where the private
key functions (like signatures or decryption) are dis-
tributed among several parties such that a predeter-
mined number of parties must cooperate in order to
correctly perform these operations. This protects keys
from any single point of failure. An attacker needs to
break into a multiplicity of locations before it can com-
promise the system. However, in the case of long-lived
keys the attacker still has a considerable period of time
(like a few years) to gradually break the system.

Here we present proactive public key systems where
the threshold solutions are further enhanced by periodic
refreshment of the shared function in such a way that
the private key (and its corresponding public key) is
kept unchanged for as long as required, yet the break-
ing of the system requires the attacker to break into
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several locations in a short period of time, e.g during
one day or one week. We present such solutions for
a variety of discrete log based cryptosystems including
DSS and Schnorr signatures, ElGamal-like signatures
and encryption, undeniable signatures, and more. We
build on previous work on proactive secret sharing and
threshold schemes, and develop a general methodology
for the combination of many of these systems into secure
proactive public key solutions.

1 Introduction

The security of traditional public-key systems relies on
the secrecy of private keys. These keys are assumed to
be inaccessible to any adversary, or in other words, the
security of the system relies on the adversary not being
able to gain access to the memory locations where these
keys are stored. However, in real systems, adversaries —
such as corrupted system administrators, accidents and
misconfigurations, hackers, trojans and viruses — may
eventually gain access to these memories, particularly in
the case of software based systems (cf. [ER]). Thus, it
is important to protect systems against such strong ad-
versaries, especially when the breaking of such a system
represents a significant economic gain for the attacker.

The need to protect against such “memory access”
attacks has been recognized in the cryptographic litera-
ture long ago, particularly with the introduction of the
notion of secret sharing (or threshold) schemes [Sh, Bl].
Secret sharing can be used for the distribution of a sen-
sitive private key among different servers. To perform
the private operation, e.g., a signature, the key is tem-
porarily reconstructed from a subset of shares. The
drawback of this solution is that the reconstruction of
the key in one location constitutes a potential point of
failure for the entire system, and, in turn, an attractive
target for attacks. To solve this problem the notion of
threshold cryptosystems was suggested, most notably by
Desmedt and Frankel (see e.g., [DF]).



In these systems, each server holds a share of the
system’s private key, and in order for the intended func-
tion, e.g., a signature, to be calculated, a large enough
subset (a threshold) of the servers sharing the secret
must collaborate and each produces a partial result.
These partial results are then combined through a sim-
ple and public (i.e., non-secret) procedure to produce
the intended function result. In this case, the individ-
ual key shares exist only in the private memory of their
owners and are never revealed to other parties. Even
repeated operations of the system (e.g., signatures on
different messages) will not compromise the shares or
require the explicit reconstruction of the shared pri-
vate key. Thus, in order to compromise the system
an attacker needs to penetrate more than a threshold
of locations (in particular, this avoids any single point
of failure). This methodology has been formalized in
[DDFY] through the notion of function sharing. To be
more useful, threshold cryptosystems need also be ro-
bust in the sense of being able to compute the intended
function even in the presence of wrong partial results
contributed by corrupted parties (cf. [FGY, GIKR2]).

The threshold cryptosystem approach indeed signif-
icantly enhances the security of public key cryptosys-
tems. However, in the cases of sensitive and long-
lived private keys (e.g., a certification authority key,
a bank signature key for e-cash, etc.) the attacker still
has a long time to gradually compromise the system.
Even a momentary access to a server can expose that
server’s share for the duration of the life of the key.
Although defenses against the spreading of the attack
from one share location to others can be mounted (via
firewalls, specialized hardware, operating systems, de-
tection tools, etc.) the attacker has along period of time
(e.g., a few years for a certification authority key) to re-
peatedly try to break into these various locations. Since
long-lived public keys will have high economic value,
the efforts and money invested by the adversary may
be worthwhile.

THE PROACTIVE APPROACH. This approach, intended
to defend against repeated attacks by strong and de-
termined adversaries, was introduced by Ostrovsky and
Yung [OY], who presented, among other things, infor-
mation theoretic secret sharing in this model. Herzberg,
Jarecki, Krawczyk, and Yung [HJKY] specialized this
notion to robust secret sharing schemes which are cryp-
tographic and very efficient. Proactive secret sharing
schemes can be used to protect long-lived distributed se-
crets by periodically refreshing the secret shares in such
a way that the exposure of a share to an attacker in a
given period of time has no value for that attacker after
the refreshment of shares is performed. Most impor-
tantly, the shares are renewed but the secret to which
they correspond is unchanged. A refreshment phase

can be performed after relatively short periods of time,
e.g., a day or a week. In that way the adversary that
tries to learn the secret needs to corrupt a threshold of
locations in a single and short period of time. In ad-
dition, these refreshment or update phases are used to
secretly reconstruct any shares that could have been de-
stroyed (accidentally or maliciously), thus ensuring the
long term correctness of the shared secret.

The goal of our work here is to apply the proac-
tive notion, and its unique advantages, to threshold
public-key cryptosystems in order to prevent their grad-
ual compromise by a determined attacker. In a proac-
twe threshold cryptosystem we have periodic wupdate
phases where key shares are refreshed (and recovered, if
found to be corrupted) and function computation phases
where the parties collaborate to compute the intended
function. Even though after each update period the
shares are independent of previous shares, the shared
function is always the same (e.g, a system that com-
putes signatures will compute them always using the
same shared private key, and the same corresponding
public key). However, an attacker that intends to break
the system is required to learn the key shares of a whole
threshold of servers during a single short period of time.
This is true even if the adversary actively attacks the
system both at the update phases and at the function
computation phases. Thus, even if the same private
key needs to be kept fixed, secret and active for a long
time, say several years (e.g., due to the difficulty of
globally updating the corresponding public key), the
attacker is faced with the task of breaking a threshold
of servers in, say, one single week. With the aid of re-
covery mechanisms applied during the update phases,
the correct functioning of the system can be maintained
for a long period of time even in the presence of an ad-
versary which breaks at most a threshold of servers in
every time period!. On the other hand, an attacker that
breaks in and learns a share but then loses control of
the compromised server cannot take advantage of that
knowledge after the share is refreshed. Moreover, this
property holds even if the exposure of the shares re-
mains undetected.

An important characteristic of threshold cryptosys-
tems that is preserved in our proactive setting is that
of being transparent to the user receiving the public-
key service. For example, in the case of proactive sig-
natures, a user that requests a signature of a message
from the system (e.g., a public key certificate, an elec-
tronic coin, etc.), receives the same signature as if it
were computed by a single server or requested at an-
other time period. Users need not to be aware of the

1We note that the notion of servers recovering after being con-
trolled by an adversary is justified by many mechanisms — virus de-
tection, intrusion detection, connectivity tools, etc.— that are being
developed to rid systems of intrusions and attackers and reboot them
afresh, cf. [K]
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Table 1: Signature computation and verification in different signature schemes.

fact that the system is maintained in a distributed and
proactive fashion. Namely, in the case of a proactive
signature, the signature verification is performed by the
standard procedure using only the (single) public key of
the scheme.

2 Our Results and their Applications

We first outline the results, their potential applications,
and related work.

2.1 Our results

e We define the notion and model of proactive pub-
lic key systems, with the emphasis on proactive
signature systems (sections 3 and 4).

e We describe how the proactive secret sharing
mechanism of [HJKY] can be used to transform a
broad class of threshold signature schemes based
on the hardness of computing discrete logarithms,
into proactive signature schemes (section 5):

— We identify the properties of the proactive se-
cret sharing mechanism of [HJKY] which ren-
der the resulting proactive signature scheme
provably secure (section 5.1).

— We specify the conditions which the threshold
signature schemes have to meet in order to be
“proactivized” with our method (section 5.2).

— We prove the correctness and security of the
general construction yielded by the above de-
sign methodology (section 5.3).

e We exemplify our method with proactive solu-
tions to several specific signature functions with
known threshold distributed schemes (section 5.4)
which we overview below. These examples cover a
wide range of applications from general signature

schemes to particular methods used in e-cash and
other electronic payment solutions. In particular,
we show proactive threshold solutions to DSS sig-
natures [NIST, Kra, GJKR1], other ElGamal-type
signatures [E], like the one proposed in Agnew,
Mullin, and Vanstone [AMV, H], undeniable sig-
natures [CvA, C], Schnorr’s signatures [Sch] (as
well as its variant for e-cash used in [Br]), and the
signature scheme by Chaum and Pedersen used in
wallet databases [CP].

e We claim that the above outlined methodology of
proactivizing public-key signature schemes can be
applied to other public-key systems. For exam-
ple, we can proactivize the decryption operation
in ElGamal cryptosystem [E, DF], and the sig-
nature verification and disavowal protocols in un-
deniable and designated-verifier signature schemes
[CvA, C, P1, JY]. This enables proactive version
for many systems based on exponentiation with
secret keys in known domains. (We stress, how-
ever, that this methodology is not “universal”, e.g.
RSA and factoring based systems are not covered
by this work).

ExXAMPLES. In table 1 we summarize the signature com-
putation and verification of specific schemes for which
we provide proactive solutions. We adopt a standard
setting which is common to all these discrete log based
problems, in which there are two large primes p, ¢ s.t.
¢|(p — 1), and an element g of order ¢ in Z;. The
secret key can be any number x € 7,. Its public ver-
ification counterpart is a number y = ¢” (mod p) and
the entire public key is a tuple (p,q,¢,y). We assume
that, for each signature, & is chosen uniformly at ran-
dom from Z,, and r = ¢g* (mod p). All operations on
exponents are understood to be modulo ¢, the others
modulo p. An exception is the DSS scheme in which
r = (¢* mod p) mod ¢ and the verification equation is
also checked modp mod ¢. The message m is in 7,
and 1t is typically a hashed value of the original, longer,



message to sign. The function h represents a collision-
resistant hash function.

In theorem 5.1, we show that cryptosystems that fall
under such a setting and which possess a correspond-
ing secure threshold scheme (the exact conditions are
formalized in definition 4.1, section 5.2 and in theorem
5.1 itself), can be proactivized. We discuss the above
schemes in detail in section 5.4. Notice that our em-
phasis is on methodological proactivization of known
threshold cryptosystems rather than the design of new
threshold schemes.

OUR PROOFS OF SECURITY AND PROTOCOL COMPOSI-
TION. One important aspect of our work is to provide
a rigorous proof of security for the general construc-
tion that we present. This translates into a proof of
security for each of the above specific examples. The
core technical part behind these proofs is dealing with
the preservation of the security of individual protocols
throughout composition. In our case, we need to com-
pose proactive update phases with threshold signatures
(or other public key schemes). The natural security
requirements from these component protocols when ex-
ecuted in isolation, seem not to be sufficient to prove
the security of the composed protocol. We therefore
establish the enhanced security properties of the under-
lying component protocols under which our construc-
tion yields secure proactive cryptosystems. In this way
we can provide proactive schemes that can be directly
built on top of existing threshold solutions for which
these composition-driven properties actually hold.

2.2 Applications
Let us list a number of potential applications:

e The importance of long-lived public keys is obvi-
ous in the context of a certification authority. De-
pending on the period of the public key validity,
the distribution and frequency of update has to be
tuned, so that the assessed risk under the poten-
tial attacks is minimized. We stress that in this
case, merely changing the key every so often (as
usually done to limit the damage caused by key
exposures) is not applicable, because the change
of public keys in these systems would involve very
costly actions of infrastructural nature.

e In electronic commerce schemes, a compromised
signature key of a bank could produce huge eco-
nomic gains to the attacker (i.e., huge losses for
the bank). Tt, therefore, makes sense to invest in
protection of a service of this nature.

e Similarly, electronic public notary services, time
stamping services, and secure databases may be

subject to attacks due to the legal and monetary
value of the information that a successful attack
can produce.

e Dynamic management via change of key-share
holders: This is a crucial application to trust man-
agement in public-key systems, which enables dy-
namic changes in the trust among share-holders.
For example, when companies merge or split we
can rearrange the way departments’ key shares are
distributed, as long as at any time period only a
relatively small number of changes happens, which
is indeed realistic. Using the above proactive ap-
proach we can cause certain shareholder to become
invalid (by not refreshing their share by the major-
ity) and make new shareholders join (by treating
them as existing shareholder who have lost their
past shares). This application was first noticed in

[FGMY].

2.3 Related work

The adversarial model requiring proactive solutions,
where an opponent can repeatedly attack each party,
but no more than a threshold of parties at a single time
period, was introduced by Ostrovsky and Yung [OY], as
the “mobile adversary” model. That work deals with
the general theory of proactive memory maintenance
and computation in the presence of mobile faults in
a network of authenticated channels. This first work
also left as an open direction of research the existence
of practical application of the notion, and this was first
answered by Canetti and Herzberg [CH] who designed a
practical solution for pseudo-random generators, which
can be used for symmetric key cryptosystems (see also
[CSH]). Later, [HIKY] introduced the practical notion
of robust proactive secret sharing and presented a pro-
tocol which achieves it (see also [AGY]).

The work we present here has stirred further inter-
est and produced new encouraging recent applications
of the notion of proactive public key systems. In fact,
two recent manuscripts have presented novel develop-
ments building on the work of this paper. First, the no-
tion of proactive cryptosystems as defined here has been
applied to RSA [FGMY], thus producing a proactive
cryptosystem based on the hardness of factoring. The
methodology, techniques, and examples we present here
are all based on the difficulty of discrete logarithm prob-
lem, whereas the technical challenge with RSA (which
has been originally an open question in light of this
work) is that the secret key domain must be maintained
secure from the share holding servers, throughout. The
second manuscript [CHH] employs proactive signature
of the type introduced here, and combines it with other
tools to produce proactive protocols in the model of



point to point network with unauthenticated channels
and no broadcast. (Note that here we assume broadcast
and ignore the lower layer of communication needed to
support it; this enables us to concentrate on the “cryp-
tographic constructions” level of the protocols.)

3 The Proactive Model

We use the model of [HIKY], where proactive secret
sharing was introduced and we adopt it to proactive
public key systems. In short, the model is as follows:

SERVERS AND COMMUNICATION MODEL. We employ
a group of servers to secret-share a private secret key
x. These servers will perform some secret key opera-
tion (signature, decryption, etc.) using their sharing
of . The servers are connected to a common broad-
cast medium C', called communication channel, with
the property that messages sent on C' instantly reach
every party connected to it. We assume that each server
has a local source of randomness and that the system 1s
synchronized, i.e., that the servers can access a common
global clock. (We note that some instances of the under-
lying building blocks require highly synchronous com-
munication rounds). How to implement the underlying
communication model proactively (based on broadcast
and cryptographic tools) is discussed in [HIKY].

TiME. Time is divided into #ime periods which are de-
termined by the common global clock (e.g., a day, a
week, etc.). Each time period consists of a short update
phase, during which the servers engage in an interac-
tive update protocol, at the end of which they hold new
shares (in fact, new sharing) of the secret x. After the
update, there is a function computation phase, in which
the servers perform the intended secret-key operation
using their current sharing of z.

THE MoOBILE ADVERSARY. The adversary can corrupt
servers at any moment during a time period. If a server
is corrupted during an update phase, we consider the
server as corrupted during both periods adjacent to that
update phase. We assume that the adversary corrupts
no more than ¢ out of n servers in each time period,
where ¢ must be smaller than n/2 (this guarantees the
existence of a majority of ¢ + 1 honest servers at each
time).2 Corrupting a server means any combination of
learning the secret information of the server, modifying
its data, changing its intended behavior, disconnecting
it from the communication channel, etc. For the sake
of simplicity, we do not differentiate between malicious
faults and “normal” server failures (e.g., crashes, power
failures etc.).

2The exact value of t in a proactive signature sharing protocol is
inherited from the underlying threshold signature scheme (see theo-
rem 5.1).

We also assume that the adversary is connected to
the broadcast channel ', which means he can hear all
the messages and inject his own. He cannot, however,
modify messages sent to (' by a server that he does
not control, nor can he prevent a non-corrupted server
from receiving a message sent on C'. We assume that
the adversary cannot be cut from this communication
channel, but we preclude the possibility that the adver-
sary will flood it with messages and thus prevent the
servers from communicating. Although this is an at-
tack that can happen in real life, there seem to be no
cryptographic ways of preventing it.

Furthermore, we assume the adversary to be compu-
tationally bounded (and in particular, to be adequately
modeled by a polynomial-time Turing machine), so that
it cannot break the underlying cryptographic primi-
tives on which we base our design, namely a public-
key encryption signature scheme, and a verifiable se-
cret sharing mechanism. We consequently assume that
the mobile adversary can attack the system for only
polynomially-many time periods.

REMOVAL OF AN ADVERSARY FROM A SERVER. We
assume that the adversary intruding the secret-sharing
servers is “removable” (e.g., through a reboot proce-
dure) when it is detected. The responsibility for trig-
gering the reboot operation (or other measures to guar-
antee the normal operation of a server) relies on the
system management which gets input from the servers
in the network. In addition to regular detection mecha-
nisms (e.g., anti-virus scanners) available to the system
management, our protocols provide explicit mechanisms
by which a majority of servers always detects misbe-
having server and alerts about them. We assume for
simplicity that the reboot operation i1s performed im-
mediately when attacks or deviations from the protocol
are detected, and that it takes less time than a duration
of a time period.

We remark that the initialization of servers and re-
boot operations require a minimal level of trust in the
system management, restricted to installation of correct
programs and of public keys used for server-to-server
communication. Specifically, no secret information is
exposed to the system management.

4 Formalization of Proactive Signature Sharing

Below we formalize the notion of a proactive signature
scheme. We stress that an equivalent formalization can
be made for other public-key functions, like a decryp-
tion function in public-key cryptosystems.

We skip the definitions of unforgeable signature
schemes as achieved by the basic signature schemes we



employ, (a strong notion of unforgeability is given in
[GMR2]). We also skip the definition of secret sharing
[Sh]. We do, however, recollect the definitions of ro-
bust threshold signature schemes and of proactive secret
sharing, and then we define proactively secure signature
schemes.

RoBUST THRESHOLD SIGNATURE SCHEME.

A Robust (t,n)-Threshold Signature Scheme is a
triple of protocols (Thresh-Key-Gen, Thresh-Sig,Ver), for
which there exists an unforgeable non-threshold signa-
ture scheme (Key-Gen, Sig, Ver). Thresh-Key-Gen is the
distributed key generation protocol performed by the
servers {P;,..., P,}. The private output of server P
contains a value x;, and the public output of the pro-
tocol contains the public key y. Values (#1,...,2,)
form an implicit (¢, n)-threshold secret sharing of the
secret key x corresponding to the public key y. The
distribution of pairs (z, y) produced by the Thresh-Key-
Gen is the same as in the Key-Gen. Thresh-Sig is the
distributed version of the signature protocol Sig, per-
formed by servers {P,..., P,} on their private inputs
{@1,...,2,}, and the public input a message m and the
public key y.

Definition 4.1 Let (Thresh-Key-Gen, Thresh-
Sig,Ver) be a triple of protocols; we call it a« Robust
(t,n)- Threshold Signature Scheme if the following
conditions hold:

e Unforgeability, i.e., no malicious adversary who
corrupts at most t servers can produce the signa-
ture on any new (i.e., previously unsigned) mes-
sage m, given the view of the protocol Thresh-Key-
Gen and of the protocol Thresh-Sig on input mes-
sages which the adversary adaptively chose.

e Robustness, i.e., even in the presence of an ad-
versary who corrupts t servers, both Thresh-Key-
Gen and Thresh-Sig complete successfully, i.e. af-
ter performing Thresh-Key-Gen once, every time
some message m is submitted for signature as a
public input, Thresh-Sig results in a public output
sig, s.t. Ver(sig,m,y) = “correct”.

PROACTIVE SECRET SHARING.

We adapt the definition of proactive secret sharing
from [HJKY] to the case of distributed generation and
sharing of a random value without a trusted server, as
opposed to sharing a number provided by some trusted
center. Such a definition is useful for us, because we use
secret sharing in threshold signature sharing, which (as
defined above) is initialized without a trusted center.
A proactive (t,n)-threshold secret sharing is a triple
of protocols (Init,Update,Reconstruct) performed by a
group of n servers. Init 1s the distributed secret-sharing

initialization protocol, in which the private output of
server P; contains z;, s.t. values {a1,...,2,} form a
secret-sharing of some secret x. After the initialization,
at the beginning of every time period (see the model of
time in section 3), the servers perform the Update pro-
tocol, in which the private input of P; is x;, and the
private output of P; is z}, s.t. values {z/, ..., z/} form
a new secret-sharing of the same secret z. Finally, Re-
construct is a secret reconstruction algorithm, where the
private input of F; is its current share x;, and the public
output is the secret z.

Definition 4.2

Let (Init,Update,Reconstruct) be a triple of protocols; we
call it a Proactive (¢, n)- Threshold Secret Sharing
Scheme if the following conditions hold:

e Secrecy, i.e., the mobile adversary who corrupts at
most t servers in each time period, given the view
of the protocol Init and the view of multiple con-
secutive protocols Update, cannot learn any more
about the secret x, then what he can learn from
the public information. (This notion of secrecy is
usually referred to as semantic security. )

e Robustness, u.e., even in the presence of a mobile
adversary who corrupts t servers in each time pe-
riod, after a single Init and multiple Update proto-
cols, ift+1 servers initialize the Reconstruct proto-
col, 1ts public output is the original secret © which
was shared in the Init protocol.

PROACTIVE SIGNATURE SHARING.

We define a restricted notion of proactive (¢, n)-
threshold signature schemes, which are constructed
from some existing robust (¢1,n)-threshold sig-
nature scheme (Thresh-Key-Gen, Thresh-Sig,Ver) and
some proactive (2, n)-threshold secret sharing scheme
(Init,Update,Reconstruct), where ¢t = min(¢1,¢2). This is
not the most general definition, since in principle proac-
tive function sharing could be achieved in some other
way. Yet, the schemes which we present in this paper all
have this form, so this definition is the most useful here.
Such a proactive secret sharing scheme contains four
protocols (Pro-Key-Gen,Update, Thresh-Sig,Ver), where
Pro-Key-Gen combines the features of Init and Thresh-
Key-Gen, Update is performed at the beginning of every
time period as in the proactive secret sharing scheme,
and Thresh-Sig and Ver are performed in the same way
as in the threshold signature scheme.

Definition 4.3 We call a 4-tuple of protocols (Pro-
Key-Gen,Update, Thresh-Sig,Ver) « Proactive (¢,n)-
Threshold Signature Scheme f the following con-
ditions hold:

e Unforgeability, i.e., no mobile adversary which
corrupts at mostt serversin each time period can



produce the signature on any new (i.e., previously
unsigned) message m, given the view of the pro-
tocol Pro-Key-Gen and of multiple consecutive pro-
tocols Update, and of many protocols Thresh-Sig,
which were performed during the time pertods and
on input messages which the adversary adaptively
chose.

e Robustness, i.e., even in the presence of a mo-
bile adversary who corruptst servers in each time
pertod, after a single Pro-Key-Gen protocol and
multiple Update protocols, every time® some mes-
sage m 1is submitted to the servers for signa-
ture, Thresh-Sig results in a public output sig, s.t.
Ver(sig, m,y) = “correct”.

The above definitions deal with robust threshold sig-
nature schemes. Similar definitions could be formed for
non-robust (i.e., “regular”) threshold signatures, which,
combined with proactive secret sharing, would then re-
sult in non-robust proactive signature schemes. The
difference would be in the power of the adversary these
schemes would be secure against: The regular (¢, n)-
threshold signature schemes are secure only against an
adversary who spies on up to ¢ servers, but does not
corrupt them (as in the unforgeability requirement of
definition 4.1). Similarly, the non-robust proactive sig-
nature scheme would be secure against a mobile but not
fully-malicious adversary who can only spy on up to ¢
servers in every time period. This notion is perhaps less
interesting and we ignore it in the rest of the paper.

5 The Methodology for Proactivization of Thresh-
old Signature Schemes

We present a methodology of proactivizing robust (¢, n)-
threshold signature schemes of certain type (for any
t <[%]). Again, we discuss robust “signatures” for con-
creteness and since most of our examples are signature
schemes. We also present application of the methodol-
ogy to decryption function in public-key cryptosystem,
and to the function of verification/repudiation of signa-
ture validity in the undeniable signature scheme.

We first outline the important properties of
the (Init,Update,Reconstruct) proactive secret sharing
scheme we will use. Next, we list the requirements on
a threshold signature schemes (Thresh-Key-Gen,Thresh-
Sig,Ver) which enable us to proactivize them with
the above proactive secret sharing. Then, we show
how to combine Thresh-Key-Gen and Init into Pro-Key-
Gen and we prove that the resulting scheme (Pro-
Key-Gen,Update, Thresh-Sig,Ver) is a proactive signa-
ture scheme. Lastly, we present examples of signature

3We assume that the messages submitted for signatures during
update phases will simply wait till the Update protocol is done, and
then will trigger the Thresh-Sig protocol.

schemes that are proactivizable with this method, and
we remark on public-key functions other then signatures
which can be proactivized in the same way.

5.1 Properties of the Proactive Secret Sharing Pro-
tocol (PSY9)

Below we outline the (Init,Update,Reconstruct) (¢ =
| 5], n)-threshold proactive sharing protocol (let us call
it PSS) presented in [HIJKY]. Note that this scheme
can be adapted to any ¢ smaller than [%]|. We also
state the properties of that protocol which allow us to
use it as a building block in proactive function sharing
schemes. Note that we modify the original Init protocol
slightly, so that the secret-shared value x is picked at
random by the servers, and not handed over to them by
some third party. As described in section 3, the lifetime
of a proactive secret sharing scheme is slotted into time
periods, which are separated by relatively short update
phases during which protocol Update re-randomizes the
the secret sharing and recovers any corrupted informa-
tion.

e Init: Protocol Init is the distributed verifiable se-
cret sharing protocol of Feldman[F] (see also [P2]
for a simple presentation of that protocol), where
each active party serves as a distributor and each
share #; (of party ¢) results from adding up all the
sub-shares given to party ¢ by each of the distrib-
utors (including ¢ itself). Before being added in,
the validity of these sub-shares is verified.

Having a security parameter as an input, protocol
Init outputs the description of the space over which
the secret sharing will be performed, namely it cre-
ates a pair p,q of big primes s.t. ¢|(p — 1), and
an element g of order ¢ in Z7. It also gives each
server P; a share z; € 7, as its private output, and
Pub = {¢®*,...,¢%",¢%} as a public output.?

Let S be the space § = (Z,)" x (Z;)(”‘l'l).
For every = € Z,, we will denote by &; a
probability distribution in & of elements I =
Hzr, o by, - unsy)) st {er, oo 2}
form a random (| %], n)-threshold polynomial se-
cret sharing (see [Sh]) of a number z s.t. y = ¢7,
and y; = g% for every i € {1...n}.

In the above notation we can summarize pro-
tocol Init as picking z uniformly in 7,, and
then picking a random Iy = (Prig, Pubg) =
({z1, .. xzn}, {41, -, Yn,y}) from the probability
distribution &, and outputting it as a private and
public output respectively.

LAl exponentiations are performed in Z;.



e Reconstruct: Protocol Reconstruct is the same ver-
ifiable (i.e., robust) secret reconstruction proto-
col as in Feldman’s VSS [F]. For every I € S,
Reconstruct(]) = , even if up to ¢ servers are com-
promised by the adversary.®

e Update: Protocol Update is performed by all the
(active) servers, each acting as a distributer and
as receiver, at the beginning of each time pe-
riod. On input I;_; = (Pri;_1,Pub;_1), even in
the presence of an adversary who compromises
up to ¢ servers in both the (¢ — 1)st and the ith
time periods, protocol Update outputs [;, which
is picked anew at random from the probability
distribution §,. This property of Update leads
to the robustness of the whole proactive proto-
col PSS, because then for every time period ¢,
Reconstruct(Pri;, Pub;) outputs x even in the pres-
ence of a mobile adversary who compromises up to
t servers in every time period.

The Init and Update protocols of PSS above achieve
secrecy and robustness in the strong sense of semantic
security relative to any auxiliary information, which is
formalized below. This property makes the PSS pro-
tocol secure and robust, and we will use it to prove ro-
bustness and unforgeability of the proactive signature
schemes based on PSS (theorem 5.1).

Definition 5.1 We call protocols Init and Update se-
mantically secure relative to any auxiliary information
of for every prior knowledge k, no computationally-
bounded machine on the input x and the complete view
of a t-threshold mobile adversary who corrupts up to t
servers every time period, can compute anything more
(with non-negligible probability) than a polynomial-time
machine which takes as inputs k, the public informa-
tion p,q,9,9%, and the secret shares of up to t servers
m each time period.

We also notice that because of the use of Feldman’s
Verifiable Secret Sharing mechanism [F], the robustness
of the PSS protocol is not subject to computational
bounds on the adversary. The t-threshold mobile ad-
versary could not disrupt the PSS protocol even if he
knew all the private information of every server, and in
particular the secret x itself.

For more detailed formalization and proofs of the
above properties of this protocol, we refer the reader

to [J].

Sor course, the inputs and outputs to the servers controlled by
the adversary are arbitrary. The specified distribution describes the
inputs and outputs only of the honest parties.

5.2 Our Requirements for Proactivization of
Threshold Signature Schemes

We identify the following properties of a robust (¢,n)
threshold signature scheme (Thresh-Key-Gen,Thresh-
Sig,Ver) as sufficient conditions (when satisfied simul-
taneously) for proactivization with the help of the PSS
protocol described above.

1. DISCRETE-LOG BASED SIGNATURE SCHEME.
The original signature scheme 1s based on the
hardness of computing the discrete log. Specifi-
cally, the message and key spaces are picked like
in the Init protocol of PSS: p, q are big primes s.t.
q|(p—1), g is an element of order ¢ in Z, the
private signature key z is picked uniformly from
Zy and the public key 1s y € Z7 s.t. ¢" = y.

2. SHAMIR SECRET-SHARING OF THE KEY. The
private outputs {zi,...,2,} of the Thresh-Key-
Gen protocol form a random (¢, n)-threshold
Shamir’ polynomial secret sharing of the secret sig-
nature key x.

3. VERIFICATION INFORMATION. In addition to the
private shares {xi,...,2,} and the public data
{p,q,9,y}, the Thresh-Key-Gen protocol can op-
tionally distribute {g®t,... ¢~} as a public in-
formation. This requirement is necessary to claim
robustness of the resulting proactive signature
scheme.

4. SIMULATABILITY OF THE THRESHOLD SIGNA-
TURE PROTOCOL. Werequire that the adversary’s
view of that protocol be simulatable, in the sense
of definition 5.2 below.

The first two requirements are obvious. If the thresh-
old signature scheme is to perform correctly in ev-
ery function computation phase, every run of proac-
tive Update protocol must output private and public
information in such a way, so that it would look just
as if it was picked by the Thresh-Key-Gen protocol of
the threshold signature scheme. Requirements 1 and
2 specify the threshold signature scheme (Thresh-Key-
Gen,Thresh-Sig,Ver) to achieve this necessary equiva-
lence of protocol Thresh-Key-Gen and protocol Init from

PSS.

The third requirement plays the same role. To claim
robustness of the Thresh-Sig protocol in every phase, we
have to make sure that the Update protocol of PSS pro-
duces everything that Thresh-Sig needs (which in turn
must be the same as what Thresh-Key-Gen produces).
But we know that Update protocol outputs exactly I =
(Pri,Pub) = ({®1,..., 20}, {¢",..., ¢, 9" }) in prob-
ability distribution 8§,. Hence we have to constrain the



additional public information output by Thresh-Key-
Gen to {g”,...,¢"~}. Intuitively, the threshold signa-
ture scheme cannot require any more private or public

data (produced by Thresh-Key-Gen and used by Thresh-
Sig) than can be proactively maintained by PSS.

The simulatability property (requirement four)
[GMRI1] will allow us to claim that the adversary
does not gain any knowledge by repeated executions
of Thresh-Sig even when the underlying secret sharing
of the signature key # i1s being re-randomized by the
proactive secret sharing mechanisms:

Definition 5.2 We call a threshold signature protocol
Thresh-Sig simulatable if there exists a polynomial-time
machine, which from the public output of Thresh-Key-
Gen, from the resulting signature sig on m, and from
up to t values x; learned by the adversary from the cor-
rupted servers, can generate a probability distribution
that ts indistinguishable from the view of the adversary
during the execution of the Thresh-Sig that generates

sig.

Remark: Depending on the setting, we may require
the distribution of the simulated view to either be
identical to or computationally indistinguishable from
(given some realistic hardness assumption) the distri-
bution of the real view.

5.3 The resulting Proactive Signature Scheme

PROACTIVE SIGNATURE KEY GENERATION PROTO-
coL. The Pro-Key-Gen protocol in our proactive sig-
nature sharing is the same protocol as the Init of the
PSS (section 5.1). From requirements 1,2 and 3 of
Thresh-Key-Gen of the threshold signature scheme, it
follows that the Init protocol of PSS will perform all
the functions required by the Thresh-Key-Gen. The only
difference between Init and Pro-Key-Gen, is in the ter-
minology: The secret number z randomly selected in
Zy will be called a secret signature key, and the value
y = g% which is a part of the public output will be called
a public verification key of the proactive signature shar-
ing scheme.

Theorem 5.1 If the following conditions hold:

e (Init,Update,Reconstruct) is « proactive secret
sharing protocol PSS (as described in section 5.1)

e (Thresh-Key-Gen, Thresh-Sig,Ver) s a robust
(t,n)-threshold signature scheme and is simulat-
able (satisfies all the requirements specified in sec-
tion 5.2)

o Pro-Key-Gen is a proactive key generation, same
as Init (as described in the preceding paragraph).

then the resulting scheme (Pro-Key-Gen,Update, Thresh-
Sig,Ver) is a proactive (t,n)-threshold signature scheme.

Proof: (Sketch). Following definition 4.3, we need to
prove that the resulting proactive signature scheme is
unforgeable and robust. In our proofs we show that
if there exist an attack against our proactive signature
scheme, then there will also exist an attack against ei-
ther the PSS proactive secret sharing scheme, or the
robust threshold signature scheme (contradicting their
respective security properties).

ROBUSTNESS.

As discussed in section 5.1, the robustness property
of PSS is achieved by the fact that protocol Update, on
input I;_y € 8, outputs I; which is picked at ran-
dom from the same probability distribution §,. As
noted there, this robustness property is unconditional,
namely, independent of the computational power of the
adversary. Therefore, the robustness property of the
Update protocol is preserved through its repeated execu-
tions in protocol (Pro-Key-Gen,Update, Thresh-Sig,Ver),
because, due to the unconditional nature of the robust-
ness property, any extra knowledge obtained by an at-
tacker during the executions of the proactive signature
scheme 1s of no value in an attempt to disrupt the exe-
cution of the Update protocol.

Knowing that Iy € &;, we want to show that the ¢-
threshold mobile adversary cannot disrupt the Thresh-
Sig protocol in any time period. Let us assume then,
that the adversary manages to disrupt the Thresh-
Sig protocol in the k-th time period. Since I € S, this
means that there exists an algorithm A, which, having
the view View of the t-threshold mobile adversary of the
(Pro-Key-Gen,Update, Thresh-Sig,Ver) protocol for & — 1
periods, and an access to the signing oracle O,;, (i.e.,
Vm € Z,,044(m) = s, s.t. Ver(y,m,s) =“correct”),
can disrupt the Thresh-Sig protocol on arandom I € S,;.
We will show that this implies the existence of an algo-
rithm A* which disrupts the Thresh-Sig protocol with
View* of the t-threshold adversary attacking the sys-
tem only during the k-th time period. Since I € S;,
by requirements 1,2 and 3 on (Thresh-Key-Gen, Thresh-
Sig,Ver), the success of A* would contradict the assump-
tion that (Thresh-Key-Gen, Thresh-Sig,Ver) is a robust
threshold signature scheme.

To prove this reduction, we need to argue that View
can be simulated by A* from View®, and from the ac-
cess to the oracle Oy;y. View contains, first of all, the
sets of up to t shares x; of x from each of the k — 1 time
periods. But these shares are statistically independent
from z, by the properties of Shamir’s secret sharing.
Next, from the public information p,q,9,y € View”
and the k sets of ¢ shares from every time period, A*



can simulate all the information in View pertaining to
the Update protocols, by virtue of semantic security
of Update (see definition 5.1). Having the same input
plus the access to the oracle Oy, A* can also simu-
late the part of View, which pertains to the Thresh-
Sig protocols in rounds 1 to ¢ — 1 that A participated
in, by the virtue of requirement 4 on the threshold sig-
nature scheme (Thresh-Key-Gen, Thresh-Sig,Ver). This
shows that A has no advantage over A* and concludes
the proof of robustness of (Pro-Key-Gen,Update, Thresh-
Sig,Ver).

UNFORGEABILITY.

As shown above, at the beginning of each time period
the private and public inputs I of the servers have the
same probability distribution as if created by Thresh-
Key-Gen(the only possible difference is that Thresh-Key-
Gen creates {¢g”*, ..., ¢”~} only optionally, but they can
anyway be computed from the ¢ “secret shares” and the
public value ¢g” that we let that adversary see). Let
us assume that the t-threshold mobile adversary can
forge the signature in time period k, i.e., that there is
a machine A, which on input View of the whole (Pro-
Key-Gen,Update, Thresh-Sig,Ver) protocol (with Thresh-
Sig protocol running on the messages of the adversary’s
choice) through time periods 1 to & — 1, can produce
a signature on a new message. We will show that this
implies that there is a machine A* which having only the
view of the Thresh-Sig protocol running in the k-th time
period (but again on the messages of the adversary’s
choice), can also produce the signature on the same
new message.

This reduction follows from what we proved in the
robustness part above, i.e., from the fact that A* can
produce the input to A, and hence could compute what-
ever A computes. [ |

Remark: Note that in our proactivization methodol-
ogy we only maintain the original notion of security
of the underlying signature scheme. The formulation in
definitions 4.1 and 4.3 of unforgeability of threshold and
proactive signature scheme as resistant to the adaptive
chosen message attack, was not essential in the above
proof (and was used as an example). Similar definitions
and the same proof could be made for other notions of
security of signature schemes (for examples we refer the

reader to [GMR2]).

5.4 Examples of Proactivizable Threshold Signature
Schemes

The following corollary lists the signature schemes
which can be transformed into proactive cryptosystems
using the methodology presented above.

Corollary 5.2 The following signature schemes are
proactivizable:

1) DSS [NIST, Kra, GJKRI]

2) AMV-Harn [AMV, H]

3) Schnorr [Sch] (and its blind variant [Br])
4) undeniable signatures [CvA, C]

5) Chaum/Pedersen [CP]

The proof of this Corollary will rely on exhibiting for
each of the above signature schemes, a threshold version
which meets the robustness and simulatability require-
ments as specified in section 5.2. Some of these versions
exist in the literature. In particular, [GJKR1] present
a detailed scheme for threshold DSS [NIST, Kra], and
show the unforgeability, robustness and simulatability
conditions required for our results to hold. Similar
mechanisms and arguments can be applied to show the
security of the threshold version of Schnorr’s signature
[Sch], AMV-signatures [AMV, H], undeniable signa-
tures [CvA, C], and the signatures by Chaum/Pedersen
[CP]. We refer to [GIJKRI1] for the methodology of prov-

ing the simulatability requirement for these schemes.

Proactivization of Other Public-Key Systems. As
mentioned before, we used signature schemes only as
an example of discrete-log based public key systems.
The proactive secret sharing protocol PSS could be
used to proactivize the threshold sharing of El Gamal
encryption function [E] proposed by Desmedt and
Frankel [DF], where message m is encrypted using the
recipient’s public key y = ¢%, by selecting a random
number p € Z, and calculating (b, ¢) = (g7, y”m). The
receiver decrypts by calculating m = ¢/b%. In fact, their
scheme can be made robust [FGY].

We note that the properties that our concrete
methodology requires from El Gamal is the security
of the underlying encryption, i.e., El Gamal ciphertext
security given known/chosen plaintexts (and their ci-
phertexts). This is different than the unforgeability re-
quirement in the case of a signature scheme. Naturally,
we require simulatability of the threshold encryption
scheme given such ciphertext, cleartext pairs.

Similarly, PSS can be employed to proactivize the
threshold signature verification protocols [P1, JY] for
undeniable signatures [CvA, C].
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